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ABTOpCKMeE NpaBa

Bca MHd)OpMaLI,Mﬂ AaHHOro pykosoAcCTBa 3aluuieHa aBTOPCKMM MpaBOM. Hukakaa opraHnsauua
nWan 4aCtHoe nnuo HU B O,D,HOﬁ CTpaHe MMpPa HE UMEET NpaBa MUCNO/1b30BaTb UE/IMKOM UIU
4YaCTUYHO MaTepuanbl U3 4aHHOIo PykKoBOoACTBa 6€e3 NMCbMEHHOTO corlacusa KomnaHum

OAO «lMo3nTpoH».
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1 O gaHHOM pyKoBOACTBE

3Ta rnaBa KpaTKO OMNUCbIBAeT Ha3HaYeHMe JaHHOro PyKoBOACTBA M NPeaoCcTaBaAseT YuTaTesto
npeactaB/ieHMe O TOM, KaK MCMO/b30BaTb AaHHbIA AOKYMEHT A1A MaKCMManabHO ObicTporo
[OOCTUXKEHMA Hanay4lero pesyabTaTa.

1. Uenb

2. AypgutopwuA

3. WHPopmauma o Bepcuax

4. 0603HayeHus

5. TexHuuyeckasa noaneprKka
1.1 Uenb

JaHHoe pyKoBOACTBO cocTaBneHo ansa 6a3oBbix moaenein Mo3utpoH VR diRoute, 1 aoKHO
ObITb MCMO/Ib30BAaHO KaK PYKOBOACTBO K AEWCTBMIO B MPOLECCE HACTPOMKM U YCTAHOBKM
NPOMbILLAEHHOro MaplupyTusatopa MosutpoH VR diRoute.

1.2 Ayautopusa

[aHHOe pPYKOBOACTBO ajpecoBaHO AAAM, UMelwmum 6asoBble 3HaHMA B obaactu
KOMMbIOTEPHbBIX, CETEBbIX M 3/EKTPOHHbIX TEXHOMOMMI U APYTMM KOMMNETEHTHbIM /MLaM,
YCTaHaBAMBAOWMM M HaCcTPamBaloWMM MPOMbIWAEHHbIN MapwpyTusatop Mo3utpoH VR
diRoute.

1.3 UHPopmauma o sBepcuax

MporpammHoe M annapatHoe obecrneyeHne MPOMbILINEHHOTO 3G/LTE! mapLpyTmsaTopa
MosutpoH VR diRoute moKeT 6bITb [0paboTaHO ANA HauMbO/bLIErO COOTBETCTBUSA
NoTPeOHOCTAM PbIHKA B 06LLEM M KOHKPETHbIM 3aKa3am B YacTHOCTU. [laHHble O BepCUAX B
STOM PYKOBOACTBE MOTYT ObITb HE aKTyasibHbl M3-3@ BO3MOXHOCTU BbIXO4A HOBbK Bepcuii
YCTPOMCTBA C MOMEHTA HanncaHmA AaHHOFO PYKOBOACTBA.

Tabnunua 1.1: UcTopus ameHeHui

Bepcusa McnpasneHo OTgen [aTta nsmeHeHuma OnucaHue
1.0.0 01-09-2012 basosasn
1.1.0 01-11-2013 [obasneHa paboTa B LTEl—cemx,

BO3MOHOCTb YNPaBAEHUA C MOMOLLbIO
CLI-komaHp, (onuuma), a TakkKe ogHUM
WAW TPYNMoK ¢ nomolLubio M2M
nnatpopmbl ynpasneHus MosuTpoH

'B MosutpoH VR diRoute LTE
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1.4 TexHuuyeckaa noaaepKkKa

Ecnn Bam notpebyeTca Nomollb B HACTPOMKe YCTPOMCTBA, MOACHEHMA, KacaTebHO
annapaTtHOro MWAM MpOrpamMmHoro obecrneyeHMsa MaplipyTM3aTopa, Mbl Bcerga
byaem pagbl nomoyb. CBA3ATbCA C HaMM  MOMKHO, WCMO/b3yA KOHTAKTHYHO
MHOOPMALMIO HUKE:

L
/) TenedpoHbl opuca:
Tex. noaaeprkka: +7-812-331-75-76

becnnaTHbIN Ten.: 8-800-555-75-76
< DneKTpoHHan noyTa:

Tex. noaaepKa: support@euroml.ru

‘B WHTepHeT-caWiT: http://euromobile.ru



mailto:support@euroml.ru
http://euromobile.ru/
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2 BBepgeHue

2.1 O6bwan uHpopmauma

Mo3utpoH VR diRoute npeacrasnser coboit npombiluieHHbi 3G/LTE mappyTM3aTop C NoaaeprKKoM
6e30nacHbIX BUPTYanbHbIX YacTHbIX ceteit (VPN), asyma GSM/3G/LTE-moaynamu v Wi-Fi-goctynom?. C
MOMOLLbIO MapLUPyTU3aTOpa BO3MOXHO MPOU3BOAUTL pe3epBMpoBaHME KabenbHbiXx KaHanoB nepepayu
OaHHbIX 6ecnpoBoAHbLIMMU.

MosutpoH VR diRoute pabotaetr ¢ asymsa SIM-kapTamu M MNO3BOAAET PaCWIMPUTL KaHaa nepegayu
[JAHHbIX MO COTOBbIM CETIM, C BO3MOXHO 00HO8pemMeHHOl paboTon B ABYX CETAX COTOBbIX OMepaTopos
cBasun. MNosutpoH VR diRoute - naeanbHoe pelleHMe AN CUCTEM, TAE BaKHYH POJib UIPAET CKOPOCTb
NepeKkNloYeHNA MeXay OCHOBHbIM M pe3epBHbIM OMEpaTopoM COTOBOM cBA3M WU Tpebyetca
BbICOKOCKOPOCTHasA 3alWMWEHHas nepedada [AaHHbIX: CUCTemMax ynpasneHusa, 6aHKOBCKOM codepe,
TenemeTpuun u apyrnx M2M-peweHumax.

Mpeumyuiecrsa:

6ecnpoBogHOE coeaANHEHNE, OCHOBaHHOE Ha 3G/LTE1—CETHX 7] Wi—Fil;
NPOYHbI KOPNYC NPOMbILIIEHHOIO KNacca;

BbiCOKaA 6e30nacHOCTb BUPTYyabHbIX YacTHbIX ceTeit (VPN);

BO3MOHOCTb PaboTbl B BYX COTOBbIX CETAX OAHOBPEMEHHO;

«ropsyee» pesepBUPOBaAHME C BbICTPbIM NEPEKNIOYEHUEM MEKAY KaHaNaMK;
npo3payHaa nepeaaya AaHHbIX NOC/e40BaTE/IbHOMO NOPTA;

NOCTOAHHOE coeanHeHune C CeTblo,

® & & 6 6 O o o

NpPoOCTanA yCTaHOBKa.

2.1.1 BHewHui1 BuA,

BHeWHWA BMA YCTPOWCTBa NpuBeneH HUMKe. B COOTBETCTBMM C Pa3INYHLIMKU YCIOBUAMMK SKCMayaTaLuu,
aKceccyapbl 419 MOHTa)Ka AOCTYMHbl ONS KpernJjieHWsa Ha obeux CTOpOHAx ycTpoicTBa. MOMKHO TaKke
MCrnoab30BaTb NpuMBOpP, PaACNONOMKMB €ro Ha MNOBEPXHOCTM B TFOPM3OHTA/IbBHOM MOJIOKEHUM, HO B
NPOMbILWIEHHOCTU U APYTUX MPOU3BOACTBEHHbIX 06/1acTAX, HEOBXOAMMO 3aKpenuTb YCTPOMCTBO, ANA
YA0B/IETBOPEHUS YCIOBUAM MOHTAKa CUCTEMBI.

SIM1 LED SIM2

Puc. 2.1.1-1: NepeaHAa naHenb

? pabota B LTE AnanasoHax — B NMo3utpoH VR diRoute LTE/LTE WiFi; Wi-Fi Touka goctyna/kKnneHT — 8 NosutpoH VR
diRoute WiFi/LTE WiFi.
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B Tabaunue onucaHa cBeToANOAHAA UHAMKaLUMA:

MHankatop Onuncanue
NET1, NET2 He ropuT (He nogKkntoyeH); BbicTpo MUraeT (B Npouecce NOAKAOYEHUSA),
MeA/IeHHO MUraeT (noAkAtoYeH K 2.5G); ropuT, NnocToAHHO (MOAKMOYEH K
3G/LTE)
RF1, RF2 NHOMKATOP COCTOAHMA MOAYANA
RUN CTaTyc MapLlupyTusaTopa: MealeHHO MUraeT, MapLupyTusaTop paboTtaeT
HOPMasbHO.
WAN CoctoaHne WAN-nogKkntoveHums
LAN1...4: LAN1~LAN4 coctoaHKne: muraeT npu nepegaye AaHHbIX, FOPUT Npun
LUTAaTHOM MOAKNOYEHUU.

3agHAA naHenb mapLupyTusaTopa.

Bce nHTepdelicHble pasbémbl MapwpyTusaTopa cepmmn MosnTpoH VR diRoute pacnosioxeHbl Ha 3aaHei
naHenmu.

¢ LJLILIII]

POWER

NETL WPS CONSOLE  WAN LAN RESET POWER NET2
Puc. 2.1.1-2: 3aaHAA naHenb

NET1, NET2: Pasbem A/a MNOAKAHOYEHMA aHTeHHblI (SMA) noaxoAuT ANA MNOAKNHOYEHMA CTaHAAPTHbIX
LITbIPEBbIX, aBTOMOBUNBLHbIX U HanpaBAeHHbIX GSM-aHTeHH;

WPS: WPS-kHomMKa (Wi-Fi Protected Setup)?;
RESET: KHonKa Ansa BOCCTAaHOBAEHMA 3aBOACKUX HAaCTPOEK.

POWER: WHTepdelic AONA NOAKNIOYEHUS WCTOYHMKA nNuTaHua (ybeauTtecb, 4YTO BOJIbTaMMeEpHble
XapaKTePUCTUKM UCTOYHMKA NUTAHUA COOTBETCTBYIOT 3aABEHHbIM);

WAN: Ethernet-uHtepdelic;
1...4 (LAN): 10/100BaseT nHTepdeitc, aBTomaTuyeckoe onpeaenerHme MDI/MDI-x;

CONSOLE: NMocnepoBatenbHblit MHTepdeEC Ucnonb3yeTcs A0 NPo3pavyHon nepesayun AaHHbIX C
TEPMUHANBHBIX YCTPOMCTB Mo IP-ceTAM wAM Ana [ocTyna B KOHCO/Ab HACTPOWMKKM. JlOoCTyn K KOHCOAU
BO3MOXEH TO/MbKO B cCneuuasbHOM «KOHCONbHOM» pexume paboTbl. YTobbl BOWUTU B 3ITOT pPEXKUM,

* Wi-Fi Touka goctyna/kaveHT — 8 NMo3autpoH VR diRoute WiFi/LTE WiFi.
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noakntounte Mo3mtpoH VR diRoute K nocneposaTenbHomy nopty [K, OTKpoiTe noaKAtoYeHue B
HyperTerminalu 3axmute npoben BO BpemAa 3arpy3ku ycTpoicTBa. B  NpoTMBHOM ciyyae,
YCTPOMCTBO OYAET 3arpy*KeHo B 06bIYHOM pexmme.

2.1.2 Komnnekrauua

Onsa 6e3onacHol TpaHcnopTupoBKkn MosutpoH VR diRoute gonkeH ObiTb ynakoBaH COOTBETCTBYHOLLUM

obpasom. loxKanyicTa, COXpaHAWTE YMNAaKOBOYHYI Tapy ANA WCMNONb30BaHUA B C/ly4ae MOBTOPHOW
TPaAHCMOPTMPOBKM.

CmaHOapmHana Komnaekmayus

ToBapHasa nosnuums Kon-Bo, wr.
MosuTtpoH VR diRoute 1
3G/LTE*-aHTeHHa 2
1.5 m RJ45 Kabenb 1
Wi-Fi-aHTeHHa* 1

*- B 3aBMCMMOCTM OT Mo4denn mapLlpytmnsaTtopa

MpoBepbTe KOMNJAEKTHOCTb MOC/AE BCKPLITUA YNaKOBKW. B cnyvae 3aKasa HECTaHAAPTHOW KOMMIEKTaL MM,
obpauaitTtech K dopme 3aKasa.

2.1.3 YcraHOBKa

BHumaHue! He yctaHasamBaiTe Mo3utpoH VR diRoute Bo BKAHOYEHHOM COCTOAHUM.

2.1.3.1 YcnoBua akcnayaTauum

=  HanpsaxeHue UCTOYHMKA NUTaHuA: +5 B ... 26 B nocT.TOKa

=  [loTpebnaeman MOLLHOCTb:
MakcumanbHoe notpebnenume: 240 mA npu +12 B nocT.ToKa
Bo Bpemsa coeanHeHuna: 40 mA npu +12 B nocT.TOKa

= TemnepaTypa akcnayaTauum: -20 ... +60 2C

=  Temnepatypa xpaHeHua: -30...+70°2C

=  OTHOCUTeNbHas BAaXKHOCTb: <95% (6e3 KoHaeHcaTa)

Mo3utpoH VR diRoute mo}KeT 6bITb YCTaHOBAEH Ha CTO/E, CTEHE WAM CMOHTMPOBaH B /loboe MecTo
6e3 AOMNONHUTENbHbIX NPUCNOCO6AEHUI. MCTOYHMK NWUTaHUA [O/KeH ObiTb 3alMlLeH OT NblAn U
[OMIKHbIM 0OPA30M 3a3eMJIeH, TaKKe ciefyeT 06ecneynTb ero BEHTUAALMIO U TEMNEPATYPHbII PEXUM.

MNMpedocmepesceHus:

1. [daHHOe YyCTPOMCTBO He npeAHasHayeHo AN paboTbl B TAMKENbIX YCNOBUAX TaKWUX, Kak: A40BMTan
KMCNOTHaA/Weno4YHan cpena, 061acti ¢ CUAbHLIMW MarHUTHbIMK NOASMM M TaK ganee. B Takmx
yCnoBMAX HopmanbHaa paboTa ycTpoWcTBa He rapaHTUpyeTca. Bce du3anyeckne nospexkaeHus
yCTpoicTBa He By4yT paccMaTpPUBaTbCA KaK rapaHTUIiHbIE CyYau.

2. Poytepbl aBasA0TcA 6ecnpoBogHbIMKM  pagmMoycTponcTBamu Knacca A. Takue

yCTpOﬁCTBa MOTYT BbI3blBaTb PaAMONOMEXM BO Bpemsa 3dKchayataumu. B cBasm ¢ aTum cnepyet
MCNON1Ib30BAaTb OCTOPOXKHO.
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N ey PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

2.1.3.2 NMposoAgHble NogKA4YeHusn

RJ-45 — Ethernet-untepdeiic.

CraHgapTHbiii 10/100BaseT Ethernet-nopt, asToonpeaenerne MDI\MDI-x.

MuTaHMe — pasbem A9 NOAKMOYEHUA WUCTOYHUKA MUTaHMA, HANPAMKEHUEe WCTOYHMKA MUTaHUA.
MosutpoH VR diRoute, +12 B nocTosHHOro ToKa.

- AHTeHHa — aHTeHHbI UHTepdeic. CTaHaapTHbIn 50Q/SMA -pasbem («po3eTka»). B HeKoTopbIX
cnyyaax TpebyeTca rpo303almTa ANA aHTEHHbl. Bbl MOXKeTe BKAOUYUTb rPO303aliuTy B PaspbiB,
MeXKAY aHTEHHOMN N PA3bEMOM.

3ameyaHus:

1. [dep)uTe mapLlipyTm3aTop Ha PAacCTOAHUMU OT UCTOYHUKOB TENNa;

2. He pacnonaralite mapLpyT13aTop BO BAAXKHbIX U/IM Mbl/bHbIX 30HaX;

3.  [epuTe mapLipyTU3aTop Ha PAcCTOAHMMU OT BO3MOXKHbIX UICTOYHUKOB PaaMoNomMex;

4. Ytobbl curHan 6bin Hambosnee MollHbIM, ybeguTecb B MPaBWIbHOM MOJIOMKEHUM aHTEHHbI, He
nomeLlanTe yCTPOMCTBO B METa/IMYeCcKne Kopobbl.

2.2 PYyHKLUMM M 0COBEHHOCTH

MapuwpyTtmsatopbl cepun MosutpoH VR diRoute npeacraBnatoT coboli MHOrodyHKUMOHAbHbIE CUCTEMDI
nepefaym AaHHbiX. bnarogapsa pasnvyHbIM 3anpocam OT MoJib30BaTesIel, PacliMpeHuam naathopmol, U
npoyYnm ycoBeplueHcTBoBaHUAMM, [o3utpoH VR diRoute moryt pelwatb camble pas/nyHble 3a4auu
3aKasumka. [pumeHeHMe cneunanbHOro TENEeKOMMYHMKAUMOHHOrO annapatHoro obecnedyeHus u
onepaLmoHHON cnctembl Ha 6ase Linux ABnseTca ogHUM M3 rnaBHblx npenmyects Mo3utpoH VR diRoute.

2.2.1 AnnapaTtHble 0ocobeHHOCTH

MapuwpyTtumsatopbl cepum NosutpoH VR diRoute ob6nagaeT cnegyowmmm ocobeHHOCTAMM:

CeeToamoaHas MHAMKaUMA: CUCTeMa, CETb
KHonKa cbpoca HacTpoeK A0 HacTpoeK No yMoa4aHuIo

AHTeHHbIN uHTepdeic: 50Q/SMAX2

MocnenosatenbHbiit MHTepdeiic (CONSOLE)
CKopocTb nocneaosartenbHoro nHtepdeitca: ot 300 go 230 400 6uT/c

® CraHgaptHble 10/100BaseT Ethernet-noprtbi, aBToonpeaeneHne MDI\MDI-x
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2.2.2 MporpammHble PyHKLUMU

* oapepka LTE*/HSUPA/HSDPA/EDGE/GPRS

=  BcTpoeHHbit DHCP-cepsep

= [logaepxKka DDNS

=  [loagep»KKa CTaTUYeCKOM U AMHAMMYECKON MapLupyTM3aumm
* [loaaep:kka ¢punbTpauum no IP-agpecy n TCP/UDP-nopty

* [loagepKa NU3mepeHma KayecTBa CBA3U

* YnpasneHue: WEB/M2M nnatdopma I'Io314Tp0|-i/CLI/TeInet/5
= QO6HoBneHue MNO 1 pesepBHOE KONMPOBAHNE HAaCTPOEK

=  CepBep CUCTEMHbIX }KYPHaNoB

3 HacTpoiika maplipyTusartopa

3.1 0630p

MapwpyTtmsatopsl Mo3utpoH VR diRoute nopaeprkmsatoT KOHOUIYpPUPOBaHWE, YNpPaBAEHME U aHaNuU3
paboTbl yepe3s web-uHTepodeiic. MNepen ncnosib3oBaHMem mapwpyTtrsatop MosutpoH VR diRoute gonkeH
ObITb HAaCTPOEH COOTBETCTBYIOWMM 0bpa3som. B npouecce paboTbl BO3SMOXKHO WM3MEHATb HACTPOMKW,
o6HoBAATL MO, TecTMpoBaTb U Tak ganee.

Mocne Bxoga B Web-untepdeiic npombiwneHHoro 3G/LTE mapuwpytusatopa MMo3utpoH VR Bbl
MOMKeTe CKOHOUTYpUpoBaTb €ro, cieaya HallMM PeKOMEHAALMUAM.

3.2 YcTaHOBKa coeANHEHUA

3.2.1 CuctemHble TpeboBaHuA

Mepen HacTpoikoit 3G/LTE poyTtepa MosuTtpoH VR diRoute, KomnbioTep u SIM-KapTa A0/KHbI 6bITb
noAroToB/EHbI CNeayoWmMM obpasom:

MK c noaaepxkon TCP\IP, ceTeBoii KapToit u:
1. IE6.0 unn Bbiwe
2. lMoppep:kKol paspelleHns skpaHa 1024x768 nukcenen

PekomeHayeTcs ycTaHOBUTbL SIM-KapTy B yCTPOWCTBO nepes KOHPUrypupoBaHUeEM.

3ameyaHue:
Bbl moxkeTe KoHOUrypmpoaTb Npubop 6e3 SIM-KapTbl, 0gHaKo, 6e3 Hee Bbixog, B ceTb MIHTepHeT
HEBO3MOMKEH.

* paboTa B LTE AnanasoHax — To/bko B Mo3uTpoH VR diRoute LTE/LTE WiFi
> YaaneHHoe seb-ynpasaeHne oaHMM/rpynnoit mapLipyTM3aTopos noapobHee onmcaHo B AOKyMeHTe « M2M
nnatpopma MosnTpoH Pykosoactso nonb3zosatens». CLI/Telnet-ynpasneHme — onuusa. CLI-komaHabl noapobHee
onucaHbl B 4oKymeHTe «Mo3unTtpoH cepun VR. OnucaHne CLI-komaHg».
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MpeaynpexaeHue:

HuKorga He BcTaBasiiTe M He M3BfeKainTe SIM-KapTy npu NogKAo4eHHOM NMTaHMK. Bawa SIM-KapTa
MOKeT BbITb NOBPEKAEHA.

MpegynpexaeHune:

MeTannunyeckunin Kopnyc mapupyTtunsatopa MNosutpoH VR diRoute gosxkeH 6bITb HafeKHO 3a3emieH
ana obecnevyeHusa ctabunbHoi 1 6esonacHomn paboThbl.

3.2.2 NMoaknoueHue

3.2.2.1 Npamoe noaknoyeHue K MK

Ucnonb3ys ceTeBol Kabenb, noaknwoumte [MK Hanpamyio K Ethernet-pasbemy mapwpytnsartopa
Mo3uTpoH VR diRoute:

<

Puc. 3.2.2.1: MeTog, noakntoueHuna 1

3ameuanune: 3G/LTE poyTtepbl Mo3uTtpoH VR diRoute cHabxeHbl pasbemamm Ethernet ¢ aBTomatnyeckum
onpeaesieHMemM NPSMOro UM NePeKPecTHOro (Cross) NoAKAYEHW .

3.2.2.2 NogKnioyeHue K NoKanbHOM cetTn
Ecnm Heobxoaumo noaknunTb Mapupytmsatop MNosutpoH VR diRoute K Mmeroleica OKanbHOM cetu

yepes KOMMYTaTop, TO C/leAyeT CoeamHWUTb ceTeBbiM Kabenem Ethernet-nopT Kommytatopa u LAN
Ethernet-nopt mapwpyTtusatopa MNosntpoH VR diRoute.

12
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%I%%

| | |

Puc. 3.2.2.2: MeTopg noakntoueHmsa 2

3.2.2.3 NogKkntoyeHMe ¢ NOMOLLbIO NOCNeA0BaTe/IbHOro NOpTa

MocnepoBaTenbHblt MHTEPdeiC

MocneposatenbHblt MHTepdelic (CONSOLE) morKeT 6biTb MCNONb30BaH AN KOHGUIYpUpoBaHMA
yepes KOHCO/b MM NPO3PAYHON Nepesaym AaHHbIX NOC/eA0BaTeIbHOro NopTa no cetu Internet.

MoaKknoUYeHne aHTeHH

MmeeTca 2 ctaHgapTHbIX 50Q/SMA-pasbema («po3eTka»). B HeKoTopbix ciyyas TpebyeTcs
rpo3osalwmTa gNA aHTEHH. Bbl MOXKeTe BKAOUYNTL rp0303aLLMTy B PA3pbiB, MEXAY aHTEHHOM U
pasbemom.

BHumaHue:

Mpubop cnegyet pacnonarat BAAAM OT MCTOYHUKOB Tenna;

Mpnbop He cneayeT pasmeLLaTb BO BAAXKHbIX UM MblAbHbIX YCAOBUSAX;

Mpnbop foNXkKeH BbITb YCTAHOB/EH BAANM OT YCTPOMCTB, BbI3bIBAOWMX PAANONOMEXMK;
ObpalyaiiTe BHUMaHWE HA Yroa U NO3MLMIO aHTEeHH, ybeanTech, YTO OHW Hamnpas/ieHbl
NPaBuAbHO, He MOMeLLANTE ee B METAIMYECKMIA KOXKYX.

el S .
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PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

3.2.3 KoHdurypuposaHue no cetu

HGO6XOAMMO HaCTpOUTb nNapaMeTpbl CeTeBOoro noAKNKYEHNA Ha MNK. B KauvectBe npumepa
paccmaTpmnBaeTca cnocob6 NOAKNHOYEHUA K MMeIOU.Let/'ICﬂ ceTn.

1. KoHowurypauma MK

Bonaute B «MaHenb ynpasneHusa», Hanaute apabik «Cetesble nogkntodeHmna» (Network Connections) u
KAVKHWTE ABakabl, BblbepuTe «loaKntoueHMe No NIOKaNbHOW CeTU», TO, KOTOPOEe OTHOCUTCA K TOM
ceTeBOM KapTe, KOTopas BK/IOYEHA B Ty }Ke CeTb, YTO M MapLupyTM3aTop. CMOTPUTE PUCYHOK.

File Edit Yiew Faworites Tools  Advanced  Help

\_#_.' \_/I l.ﬁ ;x] Search = Falders -

Address t}, Metwark Connections

Connected, Firewalled

iy
Local Area Conneckion
=

Disabled, Firewalled

Metwork Tasks

[ﬂ Creakte a new conneckion

£ Set up a home or small
" office netwark

& Change Windows Firewall

cakkimAs

Puc. 3.2.3-1: CeTteBoe nogkntoveHue MK

BonauTe B CBOMCTBA MNOAKAIOYEHMA MO NOKANbHOW CETU, ABAXKAbI WEAKHYB N€BOMA UAN HaXKaB OAMNH
pa3 nNpaBoi KHOMKOM 1 BbibpaB NyHKT CBOMCTBA.
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PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

-i_ Local Area Connection Properties

General | Authentication | Advanced |

Connect uging:

B8 Marvel Yukon 38EB071 PCI-E Gigabi

Thiz connection uses the following ikerns:

T Metwork, bonitor Driver h]
S DDK PACKET Praotocol
%~ Internet Protacol [TCP/AP)
»
[{_] I ] [l]

Inztall... [Ininztal

Drezcriphion

Tranzmizzion Contral Protocal/Intemet Protocol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected networks.

Show icon in notification area when connected
Matify me when thiz connection has limited or no connectivity

[ ok, ][ Cancel ]

Puc. 3.2.3-2: CBoiicTBa NOAKAOYEHMUA

BbibepuTe Internet Protocol (TCP\IP) 1 wenkHuUTe Ha KHoMKe cBolicTea (Properties).

I Internet Protocol (1CPfIPY Properties

General

Y'ou can get 1P zethings assigned autamatically if waur network, supports
thiz capability. Otherwize, pou need to azk your network, administratar for
the appropriate IP settings.

") Obtain an IP address automatically
{(#) Use the fallowing IP address:

IP address: | 192.168. B . 7 |
Subnet mask: | 255,255,255 . 0 |
Diefault gateway: 132.168. 8 . 1 |

Obtain DMS zerver addresz automatically
(#) Use the fallowing DMS server addresses:
Prefened DNS server: | 202 95 . 134133 |

Alternate DMS zerver: | . . . |

l (]9 I[ Cancel ]

Puc. 3.2.3-3: TCP/IP-cBoiicTBa
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MeTopa 1: O6uwasn KoHdpurypaums
3TOT MeToA, BpeMeHHO npepblBaeT cBA3b mexay MK un ceTblo. MapameTpbl N8 BBOAA YKa3aHbl HUXe.

IP agpec: 192.168.8.* (* o3HauaeT ntoboe 3HayeHme oT 2 Ao 254)
Macka nogcetu: 255.255.255.0
LWnto3 no ymonyanmio: 192.168.8.1

3anomHuTe:

Mapametpbl ceTeBoro agantepa Mo3uTtpoH VR diRoute no ymonyaHuio:

IP agpec: 192.168.8.1

Macka noacetun: 255.255.255.0

MapameTpsbl ayTeHTUdMKaumm Mo3nTtpoH VR diRoute no ymonyaHuio: Mma nonbsoBatena (Login): admin
Maponb (Password): admin

MeTog, 2: [lononHUTENbHAA KOHDUTYpaums

Ecnv Henb3Aa npepbiBaTh cBA3b K ¢ ceTblo, 4o6aBbTe HACTPOMKKN A1 NOAKAOUEHUA, HAaXKaB Ha KHOMKY
HdononHutenbHo (Advanced). Hanpumep:

.ﬂ.dvanced TCPIIP Settings [l 1
IP Settings | DNS | wiNS | Options
IP addreszes
IF address Subnet mazk,
192.168.8.7 2hh, 255, 250.0
add. || Edi. | [ Remove |
Default gateways:
G ateway b etric
192.168.8.1 Automatic
add. || Edi. || Remave
Automatic metnic
[ kK l [ Cancel ]

Puc. 3.2.3-4: PacwumpeHHan KoHouUrypaumsa cBoncTs npotokona TCP/IP

Haxmute KHonky Jobasuts (Add) B pasaene IP-agpeca (IP addresses) u B okHe TCP/IP-agpec sBeBegute
Aobasnsemblii agpec.
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o i 75

IP address: 192 168 . 8 . 7

Subnet mask: 2RB 285 . 285 . 0

L OF. J [ Cancel

Puc. 3.2.3-5: TCP/IP-agpec

Mo okoH4YyaHuu BBOAA Haxkmute OK. Mapuwpytmnsatop lo3mutpoH VR goctyneH c Bawero [K.

3ameyaHue:

Kak nokasaHo Ha Pwuc. 3.2.3-3, OcHosHoi wnto3 (Default gateway) 3aBucuT OT TOro, uYepes KaKow
mapuwpyTtm3satop MK nonyyaet Bbixos B MHTepHeT. Ecam Bbl MCNoJsib3yeTe MapLIpyTU3aTOP JIOKA/bHOM
ceTm Ana BbIxoga B UHTepHeT, TO 3TO nose He cnenyeTr U3MEHATb, HO, eCIn Bbl XOTUTE BbIXOAUTb B
WHTepHeT, mucnonb3ya MNosutpoH VR diRoute, cneayet ykasatb ero IP-agpec B gaHHom none. [o
ymonyanutio: 192.168.8.1.

2. [posepkKa cetn

B llar 1: npoBepKa IP-KoHbUrypauunm
Mcnonb3aysa yTUAMTY KOMaHLHOM CTPOKuM ipconfig cneayet ybeamTbea, NpaBuibHO M NpucsoeH IP-agpec.

C:\>ipconfig
Windows IP Configuration
JNlokanbHoe nogkntoyeHue K Ethernet-agantepy:

Connection-specific DNS Suffix. :

Auto configuration IP Address . . .: 192.168.8.7
Subnet Mask ...........:255.255.255.0
Default Gateway .........:192.168.8.1

B lllar 2: NMpoBepKa NOAKAOHYEHUA
Mocne TOro, Kak HaCTpoOMKa ceTu 3aBeplleHa, noakatodeHne MK-mapwpytmsatop MosutpoH VR diRoute
MO>XHO NPOBEPUTL C NOMOLLbIO KOMaHAbl PING 13 KOMaHZAHOM CTPOKMU:

Ping 192.168.8.1

Cnegytowan MHGOpMaLMA NOSBUTCA Ha IKPaHe:
Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: bytes=32 time=2ms TTL=64
Reply from 192.168.8.1: bytes=32 time=2ms TTL=64

MonydyeH otBeT oT MosutpoH VR diRoute (Reply from 192.168.8.1), 3Hauut, MK (KOHUrypupyowmit)
COOTBETCTBYIOWMM 06pa3om MmogkaoueH K yctpoictey MosutpoH VR diRoute M MOXHO NPOA0NKaTb

HACTPOIKY.
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PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

3.2.4 Bxopa, B cuctemy

OTkpoitte WHTepHeT-Bpaysep M BBeAMTE B aApecHoW cTpoke agpec MosutpoH VR (Mo ymonyaHwuio:
192.168.8.1).

‘ |&] http:/192.168.6.1

Puc. 3.2.4-1: Aapec mapLpyTnsatopa No yMO4YaHUIO

Danee Tp66YETCﬂ BBECTU AaHHble ONA BXO4a B CUCTEMY:

Y

Connect to 1T92.1T68.8.1

=

D
Lser name: £ admin M
Password; o

Remember my password

l (4 I [ Cancel

Puc. 3.2.4-2: Bxopg B web-uHtepdeiic
Mo ymonyaHuio (Mpy NOAKIOYEHUM B NEPBLIV Pa3) yYeTHbIe AaHHbIE CleaytoLme:

=  KmAa nonb3osartena: admin
=  aposb: admin

BBeanTe KOppeKTHble AaHHble 4N1A BXOAa B MHTepdelic KoHdurypaTopa.

3.3 Web-koHdurypatop

Poytepbl Mo3utpoH VR diRoute KoHdurypupytotca npu nomowm web-nHtepdeiica. Web-uHtepdeiic

npeaocTaBnseT yaobHble U MpoCTble CPeacTBa KOHPUIrypaLmu, NMo3TOMy PeKoMeHAyeTcs HacTpauBaTb
npubopbl TaKMM obpasom.

MNoagkntounTe MK K mappyTmsaTopy, 3anyctute 6paysep 1 Bce roToBO 41 HAaCTPOMKK poyTepa.
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PykoBoacTBO nonb3osatens: 3G/LTE poyrep Mo3sutpoH VR diRoute

3.3.1 O6bwee

Bbibop TOM MAM WMHOM O YHKUMWM 4ONA KOHPUIYPUPOBaAHMA OCYLLECTBAAETCA LLENYKOM
MbILUM Ha COOTBETCTBYIOLLLEM MYHKTE MEHIO B BEPXHEW YacTU 3KpaHa.

Puc. 3.3.1: ThaBHaA CTpoKa MeHto

Ha rnasHoi CTPOKe MeHI npeacTtas/ieHbl caeagytowme rpynnbl HACTPOEK:

Cetb (Network)

MpunoxkeHus (Applications)
BupTyanbHble YacTHble cetu (VPN)
MNepeHanpaeneHue (Forward)
BesonacHocTb (Security)

Cucrtema (System)

CocTonHue (Status)

@OYHKLMN KHOMOK:

CoxpaHuTb [Save]: coxpaHeHMe N NpUMeHeHUe KOHPUrypauuu;
OtmeHa [Cancel]: oTmeHa nsmeHeHuit 6e3 coxpaHeHus;

06HoBuUTb [Refresh]: o6HoBNEHME COOBLLEHMIN/MHbOPMALMM OKHA;
Hasapg [Return]: Bo3BpaT K NpeablayLLemMy OKHY.

3.3.2 CeTtb (Network)

Mpu Bbibope 3aknagku Cetb (Network) nosaBMTCA NoAMEHIO, COAEpIKaLLEe Cneaytolme NyHKTbI:

JNlokanbHasn cetb (LAN)

rnobanbHas cetb (WAN)

Moaem (Modem)

Wi-Fi°®

Bbibop napameTpos (Parameter Select)
Tun noakntoyeHna (Connection Type)
DHCP Cepsep (DHCP Server)

SysteEm

Modem WiFi Parameter Select Connection Type Link Backup DHCP Server

Puc.3.3.2 Cetb (Network)

® Tonbko B MmapupyTtusaTtopax MosutpoH VR diRoute WiFi u VR diRoute LTE WiFi
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3.3.2.1 /1BC (LAN)

B noameHto rpynnbl HacTpoek CeTb (Network) wenkHute Ha nyHkTe JIBC (LAN), nocne atoro
NMOABUTCA OKHO KOHPUIypaLMmn NOKanbHOW CeTU:

WAN Modem WiFi Parameter Select Connection Type Link Backup DHCP Server

Host Name [Router | * Max length is 32
1P1 1192.168.109.1/24 | * g, 192.168.8.1/24
1P2 | |

1P3 | |

1P4 | |

Puc.3.3.2.1 OkHo KoHourypauum LAN

[aHHOE OKHO COAEPKUT CNeaytoLme HAaCTPOMKN:

Mms ycTpoiictea [Host Name]: YcTaHOBKa MMeHW maplipyTusaTopa.
IP-agpec Nel [IP1]: YcTtaHOBKa noKkanbHoro IP-agpeca.

IP-agpec No4 [IP4]: YcTtaHOBKa noKanbHoro IP-agpeca.

3.3.2.2 WAN

B nogmeHto rpynnbl HacTpoek CeTb (Network) nepengmTe Ha Bknagky WAN.

LAMN WAN Modem WiFi Connection Type Link Backup DHCP Server

Connection Type I StaticIP - I

P |192.168.10.1/24 * ag, 192,163.10.1/24

Puc.3.3.2.2 OkHo KoHourypaumm WAN

3.3.2.3 Mogem (Modem)

B nogmeHto rpynnbl HacTpoek CeTb (Network) nepenguTe Ha Bknaaky Mogem (modem).
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LAM WAN

modeml

Interface Service
MName Code Username Simcard Operation

Modem WiFi Connection Type Link Badwp DHCP Server

card svi [ (B9 [ Bl | EH ‘

modem2

Interface Service
MName Code Username Simcard Operation

card sy ([ (B [ B | EH

Puc. 3.3.2.3-1 Moaem (modem)

modem1: KoHdurypmposaHue SIM1
modem2: KoHdUrypmposaHue SIM2

TekyLwme HacTpoiku. Oevicteua (Operation):

Mod (modify): usmeHenue;

Del (delete): ynaneHue;

En (enable): BkntoueHue;

Dis (disable): oTkntoueHue;
Add — pob6asneHue SIM ID;
Refresh - obHoBNEHWME MHPOPMaL UK.
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Parameter Select Connection Type Link Backup DHCP Server

Auto-Dialup M

Basic 5ettings

Interface Mame J # Max lenath is 12
Module Type

APN | Max length is 64
service Code J Max length iz 64
zername Jcard Max length iz 64
Password Juu Max length is 64
Metwork Type auto -

Advanced Settings

Puc. 3.3.2.3-2: MNogKntoyeHMe K COTOBOM CETU

ABTOMaTnyeckoe nogakntodeHne [Auto-Dialup]: BkawoYeHME WAM OTKAOYEHME aBTOMATUYECKOro
NOAKNIOYEHUA K COTOBOM CETU.

OcCHOBHble HacTpoiiku [Basic Settings]:

Nms nntepdeliica [Interface Name]: Bsoa MmeHun nHtepdeiica.

Nms Touku goctyna [APN]: YcTaHOBKa MMEHM TOUYKM AOCTyNa ANA NOAKNOYEHUSA K CETU.

Nma onepaTtopa [Service Code]: YcTaHOBKA MMEHM /19 COTOBOTO onepaTopa.

Nma nonb3osatena [User Name]: YcTaHOBKa MMeEHM Nob30BaTeNsA A1A NOAKAIOYEHUS K CETU.
Maponb [Password]: YcTaHOBKa Napons Ana NOAKNIOYEHUSA K CETU.

Tun cetn [Network Type]: auto (aBTomaTnueckuii Bbibop cetu), default (no ymonuaHuio) nam TonbKo
onpenenéHHo 3afaHHan ceTb.

JononHuTtenbHble HacTpoikKu [Advanced setting]: YcTaHOBKa AONOAHUTENbHbIX HACTPOEK
noaknouyeHus (cm. puc. 3.3.2.2-3).

3amevaHue:

Mogaem o3HauvaeT BCTPOeHHbI B Mo3nTpoH VR diRoute 2G/3G/LTE-moaynb
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Authentication

CHAP ® Megotiation ' Disable
FaP ® Megotiation ) Disable
MS-CHAP & Negotiation O Disable
M52-CHAP & Negotiation O Disable
EAP ® Megotiation O pisable
Compress
Compression Control Protocol e Require (®) pisable
Address/Control Compression e Require ® Disable
Protocol Field Compression e Require (%) pisable
VITCP/IP Header Compress L3 Require ® Disable
Connection-ID Compression L3 Require (%) Disable
More
Debug & Enable O Disable
Peer's DMS ® Enable O Disable
LCP Interval 130 |1-5125
LCP Retry E |1-512
MTU | | 128-16334
MRU |128-16334

|
Local IP | leg. 192.168.8.1
Remote IP |

leg. 122.168.8.254

Professional

nomppe: Disable Microsoft Point
to Point Encryption.

mppe required: Enable Stateful
Microsoft Point to Point Encryption.
mppe stateless: Enable
Stateless Microsoft Point to Point
Encryption.

nodeflate: Disable Deflate
compression entirely.
nobsdcomp: Disables BSD-
Compress compression.
default-asyncmap: Disable
asyncmap negotiation.

Puc. 3.3.2.3-3: lononHuTeNbHbIE HACTPOMKMU

Mcxoaa U3 BO3MOMKHbBIX Pasnnymnii peanmsaumii npoTtokona PPP y pasHbIX MOBMAbHBIX ONepaTopos,
MapLIpyTU3aTOpP A0/KEH BbITb KOPPEKTHO HACTPOEH. [LONOHUTEIbHbIE HACTPOMKKN PPP-coeanHeHun
CNYKAT ANA HAaCTPOMKM CcreumanbHbiX ONuuini NpoTokona PPP.

0O6bl4HO, He TpebyeTcA 3MEHATb A0NONHUTE/IbHbIE HACTPOMKM NPoToKoAa PPP. YTo6bl BHOCUTL B
[aHHble HAaCTPOMKM U3MEHeHMUs, HeobxoaAMMOo 061a4aTb FYHOKMMM 3HAHUAMM NPOTOKOA U,
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BO3MOXHO, MHPOPMALMOHHOM NOAAEPHKKOM CO CTOPOHbI MOBUILHOTO OnepaTopa.
Bo3MmOrKHO, Bam NoHagobuTca HECKOIbKO NOMbITOK A8 Bbibopa Hanbosiee yaayHom
KOHUTrypaumu.

AyteHdukauua [Authentication]:

Bupg ayteHTUdMKauum [CHAP, PAP, MS-CHAP, MS2-CHAP, EAP]: YcTaHOBKa cnoco6os
ayteHTMduKaumm

Cxkatune [Compress]:

MpoToKon ynpaeneHue cxkatnem [Compression Control Protocol]: BKatoueHne nam otTkaoyeHme
NPOTOKO/1a YNPAB/IEHUA CHKATUEM.

CkaTue agpecHoi unm ynpasnawllein nidopmaumm [Address/Control compression]: BkaoyeHue
nnu

OTK/IlOYEHUE COrNacoBaHMA CKaTUA apPecoB 1 ynpasnasawoLLen MHpopmaumm.

CxkaTune nosa npoTokosa [Protocol field compression]: BkatoueHne nam oTkAYEHNE COr1acoBaHMS
C}KaTuA NonA NPOTOKONa.

CxaTue 3aronioska TCP\IP metogom Van Jacobson [V style TCP/IP header compress]: BkntoueHue
nnm

OTK/IloYeHUe cxaTue no metoay Van Jacobson 3aronoska TCP/IP.

CxaTtne ngeHtneumkatopa coegmHeHns [Connection-ID compression]: BKkatoueHne namn oTkarodeHne
CKaTuA MAEHTUOUMKALMOHHOrO HOMepa coeguHeHus.

JononuutenbHo [More]:

Otnagxa [Debug]: BKatoyeHWe Uam oTKAOUYEHWE 3anmMcK OT/1al0uHON MHbOpMaL UK.
Ucnonb3oBaHme DNS-cepBepa onepaTopa [Peer's DNS]: BKAloueHWe nan oTKAOYEHME

paboTbl yepe3 DNS-cepBep onepaTopa.

WHTepsan otnpasku LCP-Echo coobueHunin [LCP Interval]: YcTaHoBKa MHTepBana otnpasku LCP-Echo
coobLEeHN.

MaKcMmanbHoe KOIMYecTBO HeygauHbIix nonbiToK [LCP Retry]: YcTaHOBKa MaKCMMaibHOTO
KOJIMYEeCTBa HenosyyeHHbIx oTBeToB Ha LCP-Echo coobuieHus, nocie KOToporo coegmMHeHue byaer
CYMTATbLCA PAa30PBaAHHbIM.

MaKcMmanbHbI pasmep nepegaBaemoro 610Ka gaHHbix [MTU]: YcTaHOBKa MaKCMManbHOro
pasmepa nepegaBaemoro 6J10Ka AaHHbIX.

MakcuManbHbIA pasmep npuHMmaemoro 6n0ka paHHbix [MRU]: YcTaHOBKa MakcMManbHOro
pa3mepa npuHMUMaemoro 6,10Ka faHHbIX.

JNokanbHbIM IP-agpec [Local IP]: YcTaHOBKa I0KanbHOrO aApeca coeguMHeEHMA TOYKA-TOYKa.
YpaneHHbiit IP-agpec [Remote IP]: YcTaHoBKa IP-agpeca yaaneHHON CTOPOHbI COEANHEHUS TOYKa-
TOUYKa.

MpodeccnoHanbHble (3KCNepTHbIE) HACTPOIKK:

nomppe: oTkAoYeHne MPPE-wmndposaHus (Microsoft Point to Point Encryption).
mppe required: BkntoueHue stateful MPPE-windpoBaHus.

mppe stateless: BkntoueHue stateless MPPE-wundpoBaHuA.

nodeflate: oTkntoueHune deflate-cxkaTtua.

nobsdcomp: oTkatoueHne BSD-cxkaTtus.

default-asyncmap: oTkto4eHWe coriiacoBaHMa asyncmap.
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3.3.2.4 Wi-Fi’

LAN WAN Maodem WiFi Farameter Select Connection Type Link Badwp DHCF Server

WIFI Status Enizblz | Disable |

Basic Settings
551D | * Max length is 32

Wireless Mode ]E
Metwork Mode ]ﬁ
Charinel ]m
Bandwidth ]Wz;{

OBSS Coexistence % Enzble T Disable
Broadcast Status * Enable ¢ Disable
Wireless Encryption

Security Mode Wep -
Encryption & bits ASCII -

WEP Shared Key

Puc. 3.3.2.4: WiFi

WiFi [WIFI Status]: Bkatountb/oTkaounts WiFi.

OcHOBHble HacTpoiiku [Basic Settings]:

SSID: YctaHoBKa umenun WiFi.

Pexkum [Wireless Mode]: YcTtaHoBKa pexuma paboTtbl WiFi.

KaHan [Channel]: Boibop KaHana nogkatoveHums.

LWnpuHa KaHana [Bandwidth]: YcTaHoBKa WWpWHbI KaHana (Hanpumep, 20Mlu)
[OBSS Coexistence]: BKkatoueHo/oTKAOUEHO.

[Broadcast Status]: BkatoueHo/oTKAtOuEHO.

WudposaHue [Wireless Encryption]:

Pexkum 6e3onacHoctu [Security Mode]: YcTaHOBUTb perkum 6e30MnacHoCTy.
LWndposaHue[Encryption]: Boibop npoTokona wudposaHus.

Kntou [WEP Shared Key]: Beog, WEP-Kkntoya.

’ Tonbko B MmapupyTtusaTtopax MosutpoH VR diRoute WiFi u VR diRoute LTE WiFi
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3.3.2.5 Bbibop napametpos (Parameter Select)

LAM WAN Modem WiFi Parameter Select Connection Type Link Backup DHCP Server

Running
Rule Name Interval Retry Times Timeout Operation
Refresh

Puc. 3.3.2.5-1 OkHo HacTpoeK «Parameter Select» (Bbibop napameTpos)

[Jo6aBuTb HOBOE Npasuo - «Add».

LAM WAN Maodem WiFi Connection Type Link Backup DHCP Server

[ Richame | Name | CheckMetd ]| Operston |

stats

Basic Settings

Rule Mame | *0-8
Interval |so *1-512s
Retry Times |z *1-512
Running Timeout | 165535 s

select an interface to check

Interface MName Imadem o - I

Check Method state i

=

Puc. 3.3.2.5-2 NMapameTpbl «Parameter Select»

CocTonaHue [Status]: BKAHOUUTL/BbIKNHOUNTL NPaBUIIO.

ba3oBble HacTpoiiku [Basic Settings]:

Nma/Homep npasuna [Rule Name]: YcraHoska ID npasuna ot 0 go 9.

NHTepsan [Interval]: YcTaHOBKA MHTEpBana NpoBepKMu.

Yucno nonbiTok [Retry Times]: YcTaHOBKa Yncaa NonbITOK.

Taim-ayT 3anycka [Running Timeout]: YcTaHOBKa CpoKa AeNCTBUA TeKyLlero npasuaa. Korga cpok

WCTEYET, MapLLPYTM3aTOP NepPeKIoYNUTCA Ha cleaytouee NpaBuo.
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Bbibepute nHtepdeiic gna nposepku [select an interface to check]:
Nmsa nHtepdeliica [Interface Name]: Boibop nHTepdelica ana NnpoBepKu.
MeTog nposepku [Check Method]: state (cTatnyeckuit pexkum) nam ICMP.

3.3.2.6 Tun nogkaiouenus (Connection Type)

Ha Bknagke Cetb («Network») Bbibepute BKnaaky «Tun noakntodeHua» (Connection Type) ans
yCTaHoBAeHUA UHTepHeT-coeanHeHus. MNoapobHee:

LAM WAN Modem WiFi Farameter Select Connection Type Link Backup DHCP Server

Work Mode m
Default Route lm
DNS Type [Interface ~ |
Interface Mame lm

Puc. 3.3.2.6 OKHO HacTPOMKKN NOAKNOYEHMA

OcHoBHoW (WTaTHbIN) pexnm [Work mode]: Pexkum wto3sa no ymondyaHuto (gateway). Takxke
AOCTYMNEH PEXUM MapLupyTusaTopa (route).

MapuwpyT no ymonuyanuto [Default Route]: Bbibop mapLipyTa Mo yMOAYaHUIO.

Tun DNS [DNS Type]: Bbibepute nntepdeiic (Interface) unmn gpyroii (customize) DNS.

Nma nutepdeiica [Interface name): Ecam 3agaH «tmn DNS» Kak Interface, HeobxogMmo BBECTU MMSA

nHTepdelica.

3.3.2.7 Pe3epBuposaHue (Link Backup)

B nogmeHto rpynnbl HacTpoek CeTb (Network) nepenguTe Ha Bknaaky Link Backup (pesepsupoBaHue).
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Modem WiFi Parameter Select Connection Type Link Backup DHCP Server

Staus e [oobie|

Backup Mode m

Main Link [modem = |

Backup Link m

Check TP | * g, 192,168.8.1
Mormal Interval | * 1-65535 5
Retry Times | * 165535

Failed Interval | 1-65535 5

Switch Mode nonge -

Puc. 3.3.2.7: Link Backup

[Status]: BKouMTb/BbIKNIOYUTL pe3epBUPOBaAHNE KaHaa Nepeaayn AaHHbIX.

Pexknm pesepsupoBaHua [Backup Mode]: Bbibop pexunma pesepsupoBaHus: «cold» («xonoaHoey)
03HayaeT, YTo pesepBHOEe coeduHEHUe BbIKAYeHO, «hoty» («ropsayee») - BKAOYEHO KaK OCHOBHOE
(pe3epBHOE coegMHEHNE aKTUBHO).

OcHoBHoe coeanHeHune [Main Link]: Bbibop oCHOBHOro coeguMHeHus.

PesepBHoe coegnHeHue [Backup Link]: Bbibop pesepBHOro KaHana nepenayun AaHHbIX.

IP-agpec [Check IP]: YcTaHoBKa IP-aapeca ans npoBepKu.

HopmanbHbii mHTepBan [Normal Interval]: YcraHoBka wuHTepBana ICMP-nakeTtoB, Korga
COeANHEHME CUMTAETCA HAAEKHDBIM.

Yucno nonbiTok [Retry Times]: YcTaHOBKa YMcna NOMbITOK OTNPABKW NaKeToB..

PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

WHTtepsan [Failed Interval]: YctaHoBKa uHTepBana otnpaBku ICMP-naketoB, Korga coeauHeHue

pasopBaHO/HecTabuabHO. 3HayeHue ceayeT yKasblBaTb MeHblle, YeM «HOPMaJIbHbIN MHTepPBa».

Pexxnm nepekntodeHuns [Switch Mode]: Bbibop pexuma nepekntodeHus: «None» mam «Time out».
Pexxnm «None» 03HayaeT 3KBMBANIEHTHbIE KaHa/bl Nepesayn AaHHblX; «Time out» - aBToMaTMyeckoe
NepekNtoYeHne MeXay Pe3epBHbIM M OCHOBHbIM COegMHEHMEM MO Talim-ayTy. PesepBHbIli KaHan
aKTUBEH TO/IbKO TOrAa, KOr4a OCHOBHOM He QYHKUMOHMPYET. U KasKablit pas, Koraa BocCTaHaBAMBaEeTCA

OCHOBHOW KaHan nepegayvyn AaHHbIX, poyTep NepeKkatoyYaeTca Ha OCHOBHO KaHan.

3.3.2.8 DHCP-cepsep (DHCP Server)

Ha Bknagke «Cetb» («Network») nepeiiante Ha Bknagky «DHCP Server» ans koHdurypuposaHua DHCP-

cepsepa.
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WAN Modem WiFi Parameter Select Connection Type Link Backup DHCP Server

DHCP Server m M

Basic Settings

IF Pool bro -

Gateway Type default -

DMS Type default -

Lease Time |3E-IZIIZI * 120-86400 5

P | * g, 192,168.8.1

MAC | * eq. 00:1A:4D: 346 1:8E

L r 1 wmc | Operation]

Puc. 3.3.2.8 OKHo KoHdurypaumnm DHCP-cepsepa

DHCP-cepsep [DHCP Server]: BkatoueHue [Enable] n otkntouenune [Disable] DHCP-cepsepa.
OcHoBHble HacTpoiku [Basic Settings]:

Myn IP-agpecos [IP Pool]: YcTaHoBKa nHTepdeiica, U3 ananasoHa KOTOPOro BblAatoTcA agpeca.
LWnto3 [Gateway Type]: YcTaHOBKA WAO3a 419 aBTOMATUYECKON HAaCTPOMKN KJIMEHTOB.

Tun DNS-cepsepa [DNS Type]: YctaHoBKa DNS-cepBepa 419 aBTOMaTU4YECKON HAaCTPOMKN KANEHTOB.
Bpemsa apeHabl [Lease Time]: YcTaHOBKa BpeMeHM apeHabl BblaaHHoOro IP-agpeca. 3agaétca B UHTepBane
120...86400 ceKkyHa,

KoHdurypauma ctatnyeckux npmsasok DHCP:

[IP] — ycTaHOBKa IP-aapeca.

[MAC] — ycTaHoBka MAC-agpeca.

[Job6asuTb [Add] -gob6aBneHne cTtaTuyecknx npmeAsokK IP-agpeca K MAC-aapecy KaneHTa.

CoxpaHuTb [Save] — coxpaHeHue gaHHol KoHpurypaumm DHCP-cepBepa.
O6HoBUTb [Refresh] — o6HoBNEHME MHDOpMaLMK 0 KoHUrypaummn DHCP-cepsepa.
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3.3.3 NpunoxkeHusa (Applications)

Mpu Bbibope nyHKTa MmeHto MpunoxkeHus (Applications) noasuTcA NnoameHo, coaepkallee cneayrouime
MYHKTbI:
= [IpoBepkKa noakntoyeHua ICMP-naketamu (ICMP Check)

= [IpoBepKa nHTepdeiica (Interface Check)

= unHamundyecknit DNS (DDNS)

= [locnepoBatenbHblii nopt (DTU)

= SNMP (onuus)

= M2M

=  PacnucaHue (Timing)

= AKTuBaumsa no TpebosaHuio/cobbiTnio (Wake Up)

Applications

ICMP Ched: Interface Chedk DOMS oTu SHMP M2M Timing Wake Up

Puc. 3.3.3 Bknagka meHto KoHpurypatopa «lpuaoxKeHuma»

3.3.3.1 NMposepkKa noaknoueHusa ICMP-naketramu (ICMP Check)

B noameHto rpynnbl HacTpoek MpunoskeHus (Applications) Bbibepute Mposepka ICMP-nakeTamu
(ICMP Check), oTkpoeTca cneaytolilee OKHO KOHPUrypaummu:

ICMP Chedk Interface Check DOMNS oTu SHMP M2M Timing Wake Up

ICMP Check Service Ern

Basic Settings
Destination IP or Domain

| * Max length is 64

Retry Times | * 1-65535
Mormal Interval |* 1-65535 s
Source Type

Failed Interval | |* 165535 5

L

Puc.3.3.3.1 KoHdurypauua nposepkun nogkntouyeHuns ICMP-naketamu

ICMP-nposepKa [ICMP Check Service]: BknioueHre nam oTKAOYEHME NPOBEPKMU.

OcHoBHble HacTpoiku [Basic Settings]:

IP-agpec HasHauyeHus unn agomeH [Destination IP or Domain]: BBoa agpeca ans npoBepKu.

Yucno nonbitoK [Retry Times]: Yncno NnoBTOpPHbIX NONbITOK oTnpaBku ICMP-nakeToB.

HopmanbHbili nHTepean [Normal Interval]: YcTaHOBKa MHTepBana oTnpaBKM 3anpoCoB.

Tun uctouyHuKa [Source Type]: YcTaHoBKa ncxoaHoro IP-aapeca ICMP-nakeTos.

Tarim-ayT oxXmnaaHua oteeTa [Failed Interval]: YcTaHOBKa BpemeHU 0XnaaHMA OTBETA, NO UCTEYEHUM
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KOTOPOro, B C/ly4ae OTCYTCTBMA OTBETOB, NPOBEPKa ByAET CUMTATLCA HeYyAauHOM.
[ns coxpaHeHUA KOHOUIYpaLmMm HaxkmuTe «Saver.
[Ons obHoBNEHMA NHPOopMmaLmn — «Refresh».

3.3.3.2 NMposepkKa uHtepdeiicos (Interface Check)

B nogmeHto rpynnbl HacTpoek MpunoxkeHus (Applications) Bbibepute MpoBepka nHTepdeiicos
(Interface Check), oTKpoeTcs OKHO KOH$uUrypauuu:

ICMP Chedk Interface Chedk: DDMS DTU SMMP M2M Timing Wake Up

Interface Check ﬂ M

Basic Settings
Interface Name
Flow Direction
Check Interval | |+ 165535 5
Retry Times | |+ 165535

Puc. 3.3.3.2 MpoBepKa uHTepdeicos

Mposepka nHTepdeicos [Interface Inspecting]: BKatoueHne nan oTkAOMEHME NPOBEPKM MHTEPDEICOB.
Ums nHtepdelica [Interface Name]: YcTaHoBKa npoBepsemoro nHtepodeiica.

HanpasneHune notoka AaHHbIx [Flow Direction]: HanpaBneHue noToka gaHHbIX NPU NpOBeEpKe
(Hanpumep, npuém (receive)).

MHTepsan nposepku [Check Interval]: YcTaHOBKa MHTepBana NpoBepPKM (B ceKyHAaax).

Yncno noBTOPHbIX NONbITOK [Retry Times]: YcTaHOBKa YMCna NOBTOPHbIX MNOMbITOK.

3.3.3.3 AuHamuueckuii DNS (DDNS)

B mapuwpyTtusatope MNo3sutpoH VR diRoute peannsoBaHa noaneprkka cepBMCcoB AMHAMUYECKUX CEPBEPOB
umeH (Dynamic DNS), 4yTo n03BO/IAET MOAKAOYMATLCA YCTPOMCTBY C BHELWHUM AUHamMuyeckum |P-
afpecom no AJOMEHHOMY UMEHMW.

B noameHto rpynnbl HacTpoek Mpunoxkenus (Applications) WwenkHUTe Ha NyHKTe AnMHaMUYECKUiA
DNS (DDNS), nocne 3Toro oTKpoeTcs OKHO KoHdUrypaumm, npusegéHHoe HuKe Ha puc.3.3.3.3.
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ICMP Chedk Interface Chedk DDMS oTu SMMP M2M Timing Wake Up

DDNS Service J=rzblz [oisable |

Basic Settings

Service Provider

Server Port | 1-65535

|Jsername | * Max length is 64
* Max length is 64
|U=er Domain

|
|
Password |
|
| * 120-86400 5

|
| * Max length is 64
|

Update Interval

Puc.3.3.3.3 OKHO HacTponku auHamudeckoro DNS (DDNS)

Hactpoika guHammyeckoro DNS BKkatoYaeT B cebs:

BkatoueHne DDNS [DDNS Service]: BKntoueHne/oTKk/Il04EHME UCNO/Ib30BaHNA AMHammueckoro DNS.
ba3oBble HacTpoiKu [Basic Settings]:

MpoBsaiigep [Service Provider]: Bbibop nocraBwuKa ycnyrm: 88IP (www.88ip.net), 3322(www.3322.0rg);
oversea DDNS service provider: DNSEXIT (www.dnsexit.com), ZONEEDIT (www.zoneedti.com),
CHANGEIP (www.changeip.com), Dyndns (members.dyndns.org); Bbl MoXeTe BblbpaTb NMyHKT ApYroi
(Custom) 1 BHECTU HaCTPOMKKM A/1A CBOEro NOCTaBLUMKA YCYT, €C/INM OH OTCYTCTBYET B CMUCKE.
Mopt[Server Port]: YctaHoBKa nopTa DDNS cepBepa nocTasLimKa ycayr. Mo ymon4aHuio Mcnonb3yeTcs
80-# nopr.

Ums nonb3osatens [User Name]: YcTaHOBKa MUMEHM NO/1b30BaTENA A41A YY4ETHOM 3anucK.

Maponb [Password]: YcTaHOBKa napons ana y4eTHOM 3anmcu.

JomeH [User Domain]: YcTaHOBKA AOMeEHa NOCTaBLUMKA YCAYT.

NHTepBan obHoBneHuA [Update Interval]: YcTaHoBKa MHTepBasia o6HoBAeHUsA uHbopmaumm ob IP-
ajpece ycTpoKcTBa.

3.3.3.4 NocnepgosaTtenbHbi nopt (DTU)

B noameHto rpynnbl HacTpoek MpunoxkeHus (Applications) Bbibepute Bknaaky NocnenosatenbHbii NOpPT
(DTU), nocne aToro oTKpoeTcs OKHO KoHoUrypaumu. Mpumep oKHa NPUBEAEH HUMKE HA PUCYHKE.
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ICMP Chedk Interface Chedk DTU SHMP M2M Timing Wake Up
DTU Service Jnziiz Joisabie |
Basic Settings
Work Mode Server (W
Local Port | |* 165535
Protocol O 1er @ uoe
Received Packet Max Length | | 1-65535
Received Timeout | | * 1-65535 ms
R5232 Data Timeout | | * 165535 ms
Rs232 Setting
Rate 115200 |»
Parity
Databits
Stophits
Flow contral

Puc. 3.3.3.4 UHTepdeic DTU

MapameTpbl HACTPOMKM NOC/AEA0BATE/IbHOIO NOPTA:

ba3oBble HacTPoiiku [Basic Settings]:

Mepenaya gaHHbIX NocaesoBaTenbHoro nopta [DTU Service]: BKAtoueHWe UM OTKAOYEHUE Nepesaym
AaHHbIX Noc/iefo0BaTe/IbHOro nopTa.

Pexkum pabotbl [Work Mode]: Bbibop pexkruma paboTbl: cepBep Uan KIUEHT.

JNlokanbHbIl nopT [Local Port]: YcTaHoBKa nopTa (414 paboTbl B pexkume cepsepa).

MpoTtokon [Protocol]: Bbibop npoTokona ana nepegayun gaHHbix: TCP unu UDP.

MaKcrMmanbHbIN pasmep npuHMUMaemoro naketa [Received Packet Max Length]: YcTaHoBKa
MaKCMMaNnbHOro pasmepa NPUHMMaEeMOro nakeTa.

Tanm-ayT npnéma [Received Timeout]: YcTaHOBKa Tam-ayTa NpMéMa AaHHbIX (B MUAIUCEKYHAAX).
Tam-ayT gaHHbIx RS-232 [RS232 Data Timeout]: YcTaHOBKa TallM-ayTa AaHHbIX RS-232 (B
MWIINCEKYHAAX).

Hactpoiiku RS-232 [RS232 Settings]: YcTaHOBKa NnapamMeTpoB Noc/aeoBaTe/IbHOro NopTa B COOTBETCTBMU C
HaACTpoliKaMu nocsief0BaTeIbHOro NopTa Bawero ycTpolicTea.

3.3.3.5 SNMP (onuus)

B noameHio rpynnbl HacTpoeKk [MMpunoxeHus (Applications) Bbibepute BKnaaky SNMP, nanee
OTKPOETCA OKHO KOHPUrypauuu. Mprumep oKHa NPUBEAEH HUMKE HA PUCYHKE.
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ICMP Chedk Interface Chedk DDMS DTU SNMP M2M Timing Wake Up

SNMP Service JEnablz [oisable

Basic Settings
Port | | * 1-65535
Community | | * Max length is 32

Puc. 3.3.3.5 SNMP

SNMP-cepsuc [SNMP Service]: BkntounTb/Bbikntounts SNMP-cepsuc.
MopTt [Port]: YctaHoBKa SNMP-nopTa.
Coobuwectso [Community]: YcTraHoBKa MmeHn SNMP-coobuecTtsa.

3.3.3.6 PacnucaHume (Timing)

B nogmeHto rpynnbl HacTpoek MpunoxkeHus (Applications) Bbibepute BKNaagky Pacnucanune (Timing);
OTKPOETCA OKHO KOHOUIrypauuu. Mprumep OKHA NPUBEAEH HUMXKE HA PUCYHKE.

ICMP Chedk Interface Check DDNS DU M2M Timing Wake Up

Status |Erzblz |oisable

Basic Settings

Tazk Mame | * Max length is 12
Task Type

Set Time
Date [ [0 Ji[ Jeg. oo:00-23:59
Day | |-| leg. 01-31
Week | | | |Eg. 1-7

Save Return

Puc. 3.3.3.6 HacTpoiika pacnucaHuma

YCTaHOBKA 3aZa4M M BPEMEHMU €€ BbIMOJIHEHUSA:

CocTosHue [Status]: BKatoueHMe UK OTKAKOYEHME PAciMCaHus 418 3a434u (aencreus).

OCHOBHbIe HaCcTPOKK:

Nms [Task Name]: BBoa numeHu 3agaun (aerictems).

Tun 3agaum [Task Type]: Mepesarpyska (reboot), nogkntouenue (dialup) nnm otkntouenue (dialdown).
YcTaHOBKa BPeMeHM BbINO/IHEHUA:

HoctynHbl 3 dopmaTta BpemMeHu: Yyacbl+MuHyThI (date), umcno (day) u aeHb Hegenu (week).
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Bce, uTo Heobx0AMMO, 3TO BBECTU B MOAA TE 3HAYEHMA, MPU KOTOPbIX AEACTBUE AONXKHO ObITb BbIMNOAHEHO.
EcnvM Bam HyXXHO MEpPevymnc/iMTb HECKONIbKO 3HaYeHWI BPemMeHM, — MCNoNb3ylTe 3HaK 3anAtok (,), ecau
HY)XHO YKa3aTb Mepuoa, — WCMOMb3ynTe 3HaK ageduca mexay rpynnamm umodp (xx-xx). Hanpumep, Bbl
MOXKeTe BBOAMTb 3HAYEHWUs MUHYT cneaytowmm obpasom: 1,2,3,10-15. OcTanbHble NonsA 3anonHAKTCA
aHaNorMMYyHo.

3.3.3.7 AktuBauua no cobbitnio (Wake Up)

B noameHto rpynnbl HacTpoeKk Mpunoxkenus (Applications) Bbibepute BKknaaky Wake Up; panee
OTKPOETCA OKHO KOHPUrypaumu. MNpumep oKHa NpuBeLAEH HUXKE Ha PUCYHKE.

ICMP Chedk Interface Chedk DDNS DOTuU SMMP MM Timing Wake Up

Wake Up Service m Disable

Basic Settings

Wake Up Method phone&data |w

Offline Method

Online Time | |+ 120-86400 5
Add Phone Number

Phone Mumber | * Max length is 32

Task Type

Puc. 3.3.3.7 OKHO HaCTPOMKKU aKTUBaLMKN OENCTBMA NO COBbITHIO

AkTMBauma no cobbituio [Wake Up Service]: Bkaountb (Enable) nnu soiknounts (Disable).

OcHoBHble HacTpoiiku [Basic Settings]:

MeToz akTuBauuun noakaodeHmsa [Wake Up Method]: Bbibop u3 cnuncka: TenedoH+aaHHble (phone&data)
WK TONIbKO ¢ TenedoHa (phone).

MeTog Bbixoga us cetu [Offline Method]: Taiim-ayT (timeout) nau idle. Talim-ayT — MHTepBan BpemMeHu A0
aBTOMATUYECKOTO OTKIOYEHMA MOLEMA OT CETU C MOMEHTa NogKAtoYeHus, idle — MHTepBan BpemMeHu Ao
aBTOMATUYECKOTO OTK/IIOYEHUA MOZEeMa OT CeTM C MOMEHTA MPOXOXKAEHWA Yepe3 MOAEM MOCiefHEero
nakera.

Bpems B ceTn [Online Time]: YcTaHOBKa 4/1MTENbHOCTM NOAK/OYEHNA MapLUpyTU3aTopa K ceTu (B
ceKkyHaax).

Dob6aBuTtb Homep TenedpoHa [Add Phone Number]:

Homep TenedpoHa [Phone Number]: Beoa Homepa TenedoHa.

Tun pelicteuA [Task Type]: NoakntoueHme (dialup), oTknoueHue (dialdown) nnu nepesarpyska (reboot).
[Oob6asutb [Add]: JobaBuTb HoBOe wake up-aelicTeume.

CoxpaHuTb [Save]: CoxpaHUTb BBEAEHHbIE HAaCTPOMKM.
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3.3.4 BuptyanbHasa yactHasa cetb (VPN)

B meHto HacTpoek BbibepuTe BKNaAKY BupTyanbHasa yacTHana cetb (VPN).

WPDN Tunnel IPSec

Interface
Mame Protocol Server IP or Domain Username Operation

Puc. 3.3.4 VPN
lpynna HacTpoek VPN BKatovaer:
= VPDN
=  Tunnel
= |PSec

3.3.4.1 BuptyanbHasa yactHaa kKommytupyemasn cetb VPDN

B meHto HacTpoek VPN nepeiiguTe Ha BKnaaky Virtual Private Dialup Network (VPDN).

VPDM Tunnel IPSec

Interface
MName Protocal Server IP or Domain Username Operation

Puc. 3.3.4.1 VPDN
«Add» - lo6asuTb L2TP- unun PPTP-noakatoueHume.

«Refresh» - O6HOBUTb MHPOPMaLMIO.

Mpun nobaBneHumn Hosoro L2TP- nnn PPTP-noaKNo4YeHMA NOABUTCA OKHO, NPUBEAEHHOE HUXKE Ha PUCYHKE.
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VPDN Tunnel IPSec

VPDN Service |Enzblz oisable

Basic Settings
Interface Mame

|
Protocol
|
|
|

| * Max length is 8

server IP or Domain | * Max length is 64

Lzername |I’~"Iax length is 64

Pazsword |I’~"Iax length is 64

Advanced Settings ispla

Puc. 3.3.4.1-2 OKHo HacTpoeK VPDN

VPDN [VPDN Service]: Bkntountb (Enable) nnm sbikaounts (disable).

OcHoBHble HacTpoiiku VPDN [Basic Settings]

Nms untepdelica [Interface Name]: BBoa MMeHW NoAKNOYEHMUS.

MpoTtokon [Protocol]: Boibepute us cnucka - L2TP nan PPTP.

Agpec cepsepa [Server IP or Domain]: IP-agpec unu gomeHHoe ums L2TP cepBsepa.

Mma nonb3osatens [User Name]: YcTaHOBKa MMeHN Noab3oBaTens Ans ydeTHon 3anucu L2TP/PPTP-
NOAKAOYEHUS.

Maponb [Password]: YctaHoBKa napons a41a ydetHou 3anucu L2TP/PPTP-noaKkntoHeHus.
HononHutensHble HacTpoiku [Advanced Settings]: Mokasatb (Display)/V3meHWTb 40NOAHUTEIbHbIE
HaCTPOMKN.

CoxpaHuTb [Save]: CoxpaHnTb HacTpolikn VPDN.

3.3.4.2 TyHHenb (Tunnel)

B meHto HacTpoek VPN BbibepuTe BKNaaky TyHHenb (Tunnel).

VPDM Tunnel IPSec

Tunnel Peer Extern | Local Virtual | Interface Tunnel
Mame IF P Type Maode Operation

Add Refresh

Puc.3.3.4.2 TyHHenn
«Add» - lo6aButb GRE- nnu IPIP-TyHHeNb.
«Refresh» - 06HOBUTL MHDOPMaUUIO (B C/TyYae HAIMUMA Y3Ke HAaCTPOEHHbIX TYHHenewn).
MNpwn gobasneHnn Hosoro GRE- nau IPIP-TyHHeNa NnoaBUTCA OKHO, NPUBEAEHHOE HUMKE Ha PUCYHKE.
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VPDN Tunnel IPSec

IP Tunnel Service Enzble

H
&

Basic Settings
Tunnel Mame

| * Max length is 8

Tunnel Mode re W

Local Virtual IP | *eg, 10.1.1.1/24

Interface Type Interface |+

Local Extern Interface modem |

Peer Extern IP

|* eg. 192.168.0.1

Puc.3.3.4.2 Hactpolika TyHHens

TyHHennposaHue [IP Tunnel Service]: BkntouuTb (Enable)/sbikntounts (disable).

OcHoBHble HacTpoiiku [Basic Settings]:

Nms TyHHena [Tunnel Name]: BBoa MMeHU TyHHeNS.

TyHHenb [Tunnel Mode]: Bbibop GRE- unu IPIP-TyHHenA.

JlokanbHbIN BUPTYanbHbIl IP-agpec [Local Virtual IP]: BBog nokanbHoro BMpTyanbHoro IP-agpeca.
Tun nHtepdeiica [Interface Type]: Boibop uHTepdelica (interface) unmn cratnueckoro IP (static IP).

JloKkanbHbIN BHewHMI nHTepdelic [Local Extern Interface]: Bbibop I0KaNbHOrO BHELWHEro MHTepdeica.
YpnaneHHsbiit IP-agpec [Peer Extern IP]: YcTaHoBKa yaaneHHoro IP-agpeca, 4octynHoro ans
NoAKNIOYEHUSA.

[Save]: CoxpaHUTb HAaCTPOMKKU TYHHeNA.

3.3.4.3 IPSec

B meHto HacTpoek VPN BbibepuTe BKAaAKy IPSec.

VPDM Tunnel IPSec

Phasel

[ Poiotame | Enpr | et | Astentcaton ] Operaton |

Phase2

[ Poioteme | enapr | et | RemoteSwnet ] Operaton |

IPSec Interface
Destination IP or
Interface Mame Encrypt Interface Domair Operation
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Puc. 3.3.4.3-1 IPSec

VPDM Tunnel IPSec

Basic Settings
Select (& phase1 O phasez O Ipsec
Policy Mame | | * Max length is 12
Initiate Mode
Encrypt
Hash
Authentication psk W
Pre Share Key | | * Max length is 24
Self Identify | |Max length is 64
Match identify | |Max length is 64
IKE Lifetime | 28300 |* 12086400 5
Group Name
DPD Service © Enable ® Disable
DPD Delay 130 |1-512
DPD Timeout [120 |1-512

Puc. 3.3.4.3-2 IPSec-HacTpoiiku (Phasel)

[Select]: Bbibop ¢asbl IPSec phase 1.

Nms nonntuku [Policy Name): Beog meHn nonnTunkm IPSec phase 1.

HauyanbHbili pexkum (3anycka) [Initiate Mode]: Bbibop pesknma 3anycka — 0CHOBHOM (main) unm
arpeccuBHbIli (aggressive).

WndposaHue [Encrypt]: Bbibop Tvna IPSec-windposaHms.

[Hash]: Boibop Tmna Hash-pyHKuuu.

AyTteHdukaumsa [Authentication]: Boibepute pexum ayteHdumKaumm Pre Share kntoya.

Pre Shared-kntou [Pre Share Key]: YcTaHoBKa Pre Shared-kntoua.

Self Identify: YcTaHoBUTE camounaeHTUdMKaLMIO.

Match Identify: YcTaHoBUTe naeHTUGUKaUMIO NO coBNageHuto (He bonee 64-x CUMBOIOB).

IKE Bpems xusHu [IKE Lifetime]: YctaHoBuTe IKE Bpemsa kunsHu (B cekyHaax).

Nms rpynnbl [Group Name]: Mpynna group 1024 nan group 1536.

DPD [DPD Service]: Bkatountsb (Enable)/sbikntounts (disable).

Bpemsa 3agep:xku DPD [DPD Delay]: YctaHoBKa Bpems 3aaep»Kku DPD (B cekyHaax).

Bpems oxknaaHua oteeta DPD [DPD Timeout]: YcTaHOBKa Bpems oxkuaaHus oteeTa DPD (B cekyHAaax).

[Save]: CoxpaHuTb HacTpoiikm IPSec (Phasel).

Huske Ha puc. 3.3.4.3-3 npusenéH npumep IPSec-HacTpolikm (Phase2).
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VPDMN Tunnel IPSec

Basic Settings
Select ) Phaset () phase2 (O Ipsec
Policy Mame | | * Max lengthis 12
Encryption Protocol es0 b
Encrypt 3des (v
Hash mdS |w |
FPFS open W |
Lifetime 3600 |* 120-86400 5
Transport Mode autb “
Local Subnet |*eq. 192.168.8.0/24
Remote Subnet | * ag, 192, 168,88.0/24
[ save Jf Rewen |

Puc. 3.3.4.3-3 IPSec-HacTpoiiku (Phase2)
[Select]: Bbibop IPSec phase 2.

Nms nonntmku [Policy Name): BBog nmeHn nonnTunikm IPSec phase 2.

MpoTtokon IPSec [Encryption Protocol]: Bbibop npoToKkona: esp uau ap.

LndposaHme [Encrypt]: Boibop TMna IPSec-wimndposaHums.

[Hash]: Bbibop Tna Hash-pyHKunu.

PFS: 3awumTa OT NOTEPM CEKPETHOrO KNto4a/B3anmMoaeincTBre HOBOrO M CTaporo Katova.

Bpems kunsHu [Lifetime]: YcTaHoBKa BpemeHu u3Hu B dpase 2 (phase 2).

Pexkum nepegaun [Transport Mode]: Bbibop perkuma: nepegada (transport), TyHHenb (tunnel) nam
aBToMaTMyecKoe cornacosaHue (auto).

NoKanbHana noaceTb [Local Subnet]: BBog noKanbHoM noaceTw.

YaanéHHas noacetb [Remote Subnet]: BBog yaanéHHoi noacetu.

[Save]: CoxpaHuTb HacTpoiikm IPSec (Phase2).
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VPO Tunnel IPSec

Basic 5ettings ——
Select O pPhase1 O Phasel%@é Ipsec
Interface Mame | | * Max length is 12
Match Phasel
Match Phase2
Destination IP or Domain | * Max length is 64
Encrypt Interface bro b

Puc. 3.3.4.3-4 IPSec-HacCTpoMKu

[Select]: Bbibop IPSec.

Nms untepdelica [Interface Name]: BBoa nmenu nHtepdeiica IPSec.

[Match Phasel]: Bbibop nmeHu IPSec-nonntmnkun gns ¢asbl 1 (phase 1).

[Match Phase2]: Bbibop nmenu IPSec-nonntukm gns ¢assl 2 (phase 2).

Apgpec [Destination IP or Domain]: Beog, IP-agpeca i1 goMeHHOro MMeH!.
WndposaHue nHtepdeiica [Encrypt Interface]: Bbibop wndposaHma nHtepdeiica.

[Save]: CoxpaHuTb HacTpoiiku IPSec .

3.3.5 Mapuwpytusauyma (Forward)

Mpu BbibOpe NyHKTa meHo MapwpyTusaumsa (Forward) noasuTca nogmeHio, cofepxallee caeapytouime
NYHKTbI:

= NAT

= CTaTMyeckue maplipyTbl (Static Route)

= RIP (onuwmsa)

=  OSPF (onuus)

Forward

MAT Static Route

Puc. 3.3.5 MapupyTtusauma (Forward)

3.3.5.1 Hactpoiika NAT

B meHto HacTpoek MapupyTtusauma (Forward) Bbibepute Bknaaky NAT.
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MAT Static Route

MASQ

| madem

‘
B

NAT/NAPT Rules

soUrce Replace
chain Protocol Outside Address Port Replace Address Port Operatio

Puc. 3.3.5.1-1 NAT

[na coszpaHna HoBoro npasuaa nepeHanpasneHna (NpoxoxaeHunsa) NAT/NAPT unm MASQ Haxkmute

Jo6asutb (Add).

MAT Static Route

Basic Settings
Select ® nat © masq
chain dstnat %
Protocol a

source address | *gg, 192,168.8.1

Replace Address | *pg, 192.188.0.1

II

Puc. 3.3.5.1-2 Hactpoiika NAT

MapameTpbl KOHOUTYpPaLMK:

[Select]: Boibop NAT nam MASQ.

LUenouKa [chain]: BeibpaTb pexxum, Hanpumep, dstnat.

MpoTtokon [Protocol]: YcTaHoBKa npoTokona npoxoxaeHma NAT.

MNcxoaHbili agpec (MctouHuKa) [Source Address]: 3agatb ucxoaHbili IP-agpec.
3amewarowmin agpec [Replace Address]: 3agatb agpec HasHayYeHus.

[Save]: CoxpaHeHue HacTpoek NAT.

3.3.5.2 Cratnueckne mapwpytbl (Static route)

Mpn  Bblbope nyHKTa  MeHilo  CTaTudyeckMe  mapuwpyTbl  (Static route)
MapuwpyTtusaumsa (Forward) nossuTca cneaytouiee OKHO KOHGUrypauuu:

B MEHIK HaCTpoOeK
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MNAT Static Route

0.0.0.0/0 modem Delete

Refresh

Puc. 3.3.5.2-1 Ctatnyeckne mappyTbl

Yaanutb [Delete]: Yaanutb ctaTUuecknii mapLupyT.

[Jo6asuTb [Add]: Co3gaTb HOBbIV CTAaTUYECKUA MAPLUPYT.

O6HoBuUTb [Refresh]: O6HOBUTL MHPOPMaLMIO.

Mpw co34aHUM HOBOTO CTaTUYECKOTO MapLLpPyTa OTKPOETCA OKHO KOHOUIypaLumu:

MAT Static Route

Basic Settings

IP Address/Mask | | * eg. 192.168.8.0/24
Gateway Type
Gateway

[#5]

ave Return

Puc. 3.3.5.2-2 OKHO KOHPUIypaLMKU CTaTUYECKMX MapLUPYTOB

IP-agpec/macka [IP Address/Mask]: YcTaHoBKa agpeca/macku noAaceTv y3ia HasHaueHusa cTaTMYeckoro
MapupyTa.

Tun wnto3a [Gateway Type]: nntepdoeiic (interface) unm crar. IP-agpec (static IP).

Wno3 [Gateway]: YcTtaHoBKa (Bblbop) uHTepdelica (ecnm BbibpaH TMN W32 - UHTepdeic), yepes
KOTOPbIN MakeTbl OyAyT HAMPaBAATbCA K y3/ly Has3HauyeHws, wau (ecnm Tun waosa - crat. IP-agpec)
HacTpolika IP-agpeca, Ha KOToOpblii ByAeT OTNpaBAATbLCA BCe MaKeTbl AR Y313 HasHayeHwus.

CoxpaHuTb [Save]: CoxpaHeHMe cTaTUYECKOro MapLipyTa.

3.3.5.3 Hactpoiika RIP (onuusa)

Mpu Bbi6oOpe nyHKTa RIP (gUHaMmnyecKkas MmapLipyTM3aLmsa) NOABMTCA Caeaytoliee OKHO KOHOUTypaumm:
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MAT & DMZ Static Route RIF OSPF

Dynamic Route

RIP Configure
RIP Service O Enable ® Disable
Redistribute Connected O enable @ Disable
Redistribute Static OEnable @ Disable
Redistribute Kernel O Enable ® Disable
Update Time |3D |5EIIII'|E|S
Route Timeout | 130 |5EIIII'|E|S
Delete Garbage Interval | 120 |Sec0nds

Add Save Refresh ‘

Puc. 3.3.5.3: OKHO KoHdurypauum RIP

KoHdurypuposanue RIP [RIP Configure]:
RIP Service: Bkntountb (Enable) nnm otkntoumts (Disable).

[006aBUTb CETb UK XOCT AN 0bmeHa nHdopmaumen MOXKHO C MOMOLLbIO KHONKK JJobasuTb (Add).

3.3.5.4 Hactpoiika OSPF (onuus)

Mpw BbIGOpE NyHKTa MeHo OSPF (AMHaMmnyecKkas mapLipyTusauma) NnoABMTCA Ceaytolee OKHO
KoHbUrypaumu:

MAT & DMZ Static Route RIP OSPF

Dynamic Route

0OSPF Configure
QSPF Service O enable @ Disable
Redistribute Connected O Enable @ Disable
Redistribute Static OEenable ® Disable
Redistribute Kernel OEenable @ Disable

| 192, 168,10, 10/32 | 0 Del. |

| 192.168.3.0/24 | 0 Ei
“‘

LA

ave Refresh

Puc. 3.3.5.4: OKHO KOHuUrypaumm OSPF
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[06aBUTb CeTb UK XOCT Ans 0bmeHa MHoPMaLIMEN MOXKHO C MOMOLLLbIO KHOMNKK [lobasuTb (Add).

3.3.6 be3sonacHocTb (Security)

Mpwn Bbibope NyHKTa MeHto BesonacHocTb (Security) NoABMTCA NOAMEHIO, coAepKallee cneayrolime
NYHKTbI:

= |P-dpunbTp (IP Filter)

= OunbTp 4OMEHHbIX UMEH (Domain Filter)

=  MAC-¢dunbTp (MAC Filter)

IP Filter Domain Filter MAC Filter

Pnc.3.3.6-1 be3onacHoCTb

3.3.6.1 IP-punbtp (IP Filter)

Mpn BbiGOpe nyHKTa MeHo IP-¢punbTp (IP Filter) B MeHto HacTpoek Be3sonacHocTb (Security) noasuTcs
cnepytouiee oKHO KOHUrypaumm:

IP Filter Domain Filter MALC Filter

Basic Settings
Type O Basic O Expand

Save Return

Puc. 3.3.6.1-1

Heobxoanmo BbibpaTb TUN IP-dunbTpaumm: basosbit TN (Basic) nunm PaclumpeHHsbiii (Expand).
Mpumep oKkHa 6a30BbIx HacTpoek (Basic) NpuBeAEH HMKE Ha PUCYHKeE.
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1P Filter Domain Filter MALC Filter

Basic Settings

Type '@' Basic () Expand

D | | * 2000-2699
Default Action ® Accept O Drop

Protocol all

Source Type custom |»

Source TP |* eg. 192.168.8.1

Wildcard Bits | *eg, 0.0.0,255

Destination Type custom |»

Destination IP | *eg, 192,168.0.1

Wildcard Bits | *eg, 0.0.0,255

Puc. 3.3.6.2 Hactpoitka IP-dunnbtpa

MapameTpbl KOHOUTYPaALMM BK/THOYAIOT:

Tun [Type]: Basosbin TUN (Basic) BkatouvaeT dunbTpaumto IP-agpecos; PacwmpeHHbiii Tun (Expand)
OCHOBAH Ha ¢unbTpauum IP-agpecos 1 nopmos.

NaeHTudukartop [ID]: YcraHoBKa naeHTuduKaTopa npasuna ¢punbtpaumm (ot 2000 ao 2699).

Oeicreune no ymonuaHuio [Default Action]: MpuHAaTb (Accept) nnmn Cépocuts (Drop).

MpoTtokon [Protocol]: YcTaHoBKa npoTokona.

Tun uctouyHuka [Source Type]: apyroi Tvn (custom) nossonseT Bam 3a4aTtb IP-agpec MCTOYHMKA WK
CermeHTa 4N 3anpeta wau paspeweHun; nwobol Tmn (any) — Bce IP-agpeca paspelleHbl/3anpeLeHbl
cooTBeTCTBEHHO; TMN XocT (host) o3HayaerT, uTo paspelueH/3anpeLyeH TonbKo IP-agpec.

Agpec ncrtoyHuka [Source IP]: YcraHoBKa IP-agpeca noacetn nctouyHMKa, Hanpumep: 192.168.8.1.
MoacTaHoBOYHbINM 3HaK [Wildcard Bits]: Hanpumep: 0.0.0.255.

Agpec Ha3HauyeHus [Destination IP]: YcraHoBKa IP-agpeca HasHayeHua, Hanpumep: 192.168.0.1.
MoacTaHOBOYHbINM 3HaK [Wildcard Bits]: YcTaHOBKa noAcTaHOBOYHOrO 3HaKa, Hanpumep: 0.0.0.255.

[Save]: CoxpaHeHwue HacTpoek IP-bunbTpaumu.

3.3.6.2 ®dunbTp AomeHHbIX UMEH (Domain Filter)

Mpu BblbOpe NyHKTa MeHio PUALTP AOMEHHbIX MMEH (Domain Filter) B meHto HacTpoek besonacHocTb
(Security) noasuTtca cneaytoliee OKHO KOHGUIypaLmu:
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1P Filter Domain Filter MAL Filter

Basic Settings
Domain Keyword |

| * eg. baidu Max length is 64

3 X

Puc. 3.3.6.2 Hactpoitka dunbTpa gomeHHbIx UMEH (Domain Filter)

Nms pomeHa [Domain Keyword]: BBoa MmeHU gomeHa, Hanpumep, www.google.com.
CoxpaHuTb [Save]: CoxpaHeHMe HacTpPoeK pUAbTPa AOMEHHbIX UMEH.

3.3.6.3 MAC-¢unbtp (MAC Filter)

IP Filter Domain Filter MAC Filter

MAC INPUT Configure
Action White List
|
MAC FORWARD Configure
Action White List
|

Puc.3.3.6.3-1 MAC-punbtp
MpeaycmoTpeHbl «uépHble» (Black List) n «6enbie» cnucku (White List) MAC-aapecos.
[Oo6asuTb (Add) — cosgaHne HoBoro MAC-dunbTpa.
Refresh — 06HOBUTL MHDOPMaLMIO.

1P Filter Domain Filter MAL Filter

Basic Settings
MAC |

| * eg. 00: 1A:4D:34:B1:8E

Default Action @® Accept O Drop

Filter Mode ® In|:uut'@I Forward O Both

Save Return

Punc.3.3.6.3-2 Hactponka MAC-¢unbtpa
MAC: YctaHoBka MAC-agpeca, Hanpumep, 00:1A:4D:34:B1:8E.

[Oevictene no ymonuanuio [Default Action]: MpuHaTk (Accept) unmn Cépocutb (Drop)
Pexxum punbtpaunum [Filter Mode]:

- dunbTpauma sxoaawmx MAC-agpecos (Input) (BepxHsaa Tabamua Ha puc.3.3.6.3-1)
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- punbTpauus nepeHanpasaeHHbix MAC-aapecos (Forward) (HUKHAsA Tabanua Ha puc.3.3.6.3-1)
- o6a BbllleyKa3aHHbIX pexkmuma (Both) (nobasneHune B obe Tabanubl Ha puc.3.3.6.3-1)

[Save]: CoxpaHeHue HacTpoek MAC-dunbTpa.

3.3.7 Cucrema (System)

Mpu BbibOpe NyHKTa meHo Cuctema (System) nosaBUTCA NOAMEHIO, COAEprKallee Cneaytolme NyHKTbI:

MpocmoTp *KypHana (Local Log)
YpaanéHHbit kypHan (Remote Log)
Yacsbl (Clock)

YueTtHas 3anucb (Account)
TectuposaHue cetn (Network Test)
daiinbl (Files)

Local Log

Remote Log Clodk

Account Metwork Test

System

Files

Pnc.3.3.7 Cuctema

3.3.7.1 NpocmoTp KypHana (Local Log)

Mpu BblbOpe nyHKTa MeH NpocMmoTp KypHana cobbiTnit (Local Log) B meHto HacTpoeK Cuctema
(System) nossuTCcA cnepytoliee OKHO KOHOUTypauum:

Clodk

Local Log

Remote Log

Local Log message  (v|

Log Table

Account

Metwork Test Files

View

Jan 1 00:05:26 Router daemon.info modem[253]

Jan 1 00:04:20 Router daemaon.info modem[253]:
Jan 100:04:23 Router daemon.info modem[253]:
Jan 1 00:04:26 Router daemon.info modem[253]:
Jan 1 00:04:29 Router daeman.info madem[253]:
Jan 100:04:32 Router daemaon.info modem[253]:
Jan 1 00:04:35 Router daemon.info modem[253]:
Jan 100:04:33 Router daemon.info modem[253]:
Jan 1 00:04:41 Router daemon.info modem[253]:
Jan 1 00:04:44 Router daeman.info madem[253]:
Jan 100:04:47 Router daemaon.info modem[253]:
Jan 1 00:04:50 Router daemaon.info modem[253]:
Jan 100:04:53 Router daeman.info modem[253]:
Jan 1 00:04:58 Router daemaon.info modem[253]:
Jan 1 00:04:59 Router daeman.info madem[253]:
Jan 100:05:02 Router daemon.info modem[253]:
Jan 100:05:05 Router daemaon.info modem[253]:
Jan 1 00:05:08 Router daeman.info modem[253]:
Jan 100:05:11 Router daemaon.info modem[253]:
Jan 1 00:05:14 Router daeman.info madem[253]:
Jan 100:05:17 Router daemon.info modem[253]:
Jan 1 00:05:20 Router daeman.info modem[253]:
Jan 1 00:05:23 Router daeman.info modem[253]:

gpio_driver( 3000 }{gpio.c->23}
gpio_driver({ 3000 }{gpio.c->=23}
gpio_driver( 3000 ){gpio.c->23}
gpio_driver{ 3000 }{apio.c->23}
gpio_driver( 3000 ){gpio.c-=23}
gpio_driver( 3000 }{gpio.c->23}
gpio_driver({ 3000 }{gpio.c->=23}
gpio_driver( 3000 ){gpio.c->23}
gpio_driver{ 3000 }{apio.c->23}
gpio_driver( 3000 ){gpio.c-=23}
gpio_driver( 3000 }{gpio.c->23}
gpio_driver{ 3000 }{apio.c->23}
gpio_driver( 3000 ){gpio.c->23}
gpio_driver{ 3000 }{apio.c->23}
gpio_driver( 3000 }{gpio.c-=23}
gpio_driver( 3000 }{gpio.c->23}
gpio_driver{ 3000 }{apio.c->23}
gpio_driver( 3000 ){gpio.c->23}
gpio_driver{ 3000 }{apio.c->23}
gpio_driver( 3000 }{gpio.c-=23}
gpio_driver( 3000 ){gpio.c->23}
gpio_driver{ 3000 }{apio.c->23}
: gpio_driver( 3000 ){gpio.c-=23}

|3

A

3.3.7.1 OKHO NpOCMOTpa *KypHana cobbITUi

Tun »kypHana [Local Log]: Bbibop Trna oTobparkaemoro KypHana (coobuieHne [message] uau ap.)
Mocne BbIbOpa TMMA OTOBPAXKAEMOTO KYPHANA SOCTYMHbI C/leaytoline AencTBuUS:

PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

48



=~

N oy PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

MokasaTb [View]: BbiBOA, COAEPHKMMOTO *KypPHaNa Ha 3KpaH.
Ouunctutb [Clear]: OuncTKa OKHO BbIBOAA XKypHana.

3KcnopT [Export]: IKcnopT KypHana.
Mone BbIBOAA XKypHana [Log Table]: nHpopmauma 13 KypHana.

3.3.7.2 «YpanéHHbi» KypHan (Remote Log)
Mpu BbibOpe nNyHKTa MeH «YaanéHHbli» ypHan (Remote Log) B meHto HacTpoek Cuctema (System)
NosABUTCA Cneaytoee OKHO KOHGUrypaumu:

Local Log Remote Log Clode Account Metwork Test Files

Log Status 3 M

Remote IP or Domain 1192.168.8.123 |* eg. 192,168.8.1

Remote Port 514 | * 1-65535

Puc. 3.3.7.2 HacTpoiiku ynpasneHuna «yaanéHHbim» KypHan (Remote Log)

[Log Status]: BKatounTb/BbIKIIOUYMTL BEAEHME KYPHaia Ha YAaNEHHOM cepBepe.

Aapec yaaneHHoro MK [Remote IP or Domain]: YctaHoBKa IP agpeca/aomMeHHOro MMeHU yaaneHHoro
cepBepa XKypHanupoBaHUA.

MopT [Remote Port]: YcTaHOBKa nopTa cepBepa y4a€HHOIO KypPHaNMPOBaHMUA.

3ameyaHue:

[na ycnewHoro ncnosib3oBaHMA yAaNEHHOIO BEAEHWA KypHana Ha yaaneHHom MK
[O/MKeH BbITb 3anyLLEeH CepBEp KypPHaANNPOBaHUA.

3.3.7.3 CucremHble yacbl (System Clock)

Mpwu BbIGOpe NyHKTa MeHIo CuctemHble Yachkl (System Clock) B meHIo HacTpoek Cuctema (System)
NOABUTCA OKHO HACTPOMKM CUCTEMHbIX YacoB. PYHKUMA CUHXPOHU3ALMM BPEMEHWN MOXKET NMPUHUMATb
3HauYeHusA: cMHXpoHM3auma ¢ NTP 1 pydyHOM pexum.

[na ycTaHOBKM BpeMeHU BPYUHYHO BbIOMpPAeTCA pyYHOM pexrmm.

B perkume cuHxpoHusaummn ¢ NTP gocTtynHbl cneaytowme napameTpsl:
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PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

Local Log Remote Log Clock Account Metwork Test Files

Status Enzble Joisabic

MTP Server IP or Domain |ntp.3’tu.edu.cn hd | * Max lenath is 64
MTP Server BackUp | |Max length is 64
NTP Synch. Interval | |* 165535 5
Time Zaone |abu-dhabifmuscat b |
Save Refresh

Puc.3.3.7.3 CucrtemHsble yachbl (System Clock)

[Status]: BkatoueHue/oTkntoueHne (Enable/Disable) cuctemHbix yacos.

Appec NTP-cepsepa [NTP Server IP or Domain]: YctaHoBKa IP-agpeca unn gomeHHoro umeHun NTP-
cepsepa.

PesepsHbiii NTP-cepsep [NTP Server BackUp]: YcTraHoBKa IP-agpeca nnm 4OMeHHOTo MMeHU pe3epBHOro
NTP-cepBepa.

NHTepBan cnHxpoHusaumm [NTP Synch. Interval]: YcTaHoBKa MHTepBana CUHXPOHU3ALUMUK (B CEKYHAAX).
Yacosoli nosc [Time Zone]: YcTaHOBKa 4acoBOro nosca.

3.3.7.4 YuetHas 3anucb (Account)

Mpu BbibOpe NyHKTA MoAmeHl YyeTHas 3anucb (Account) B MeHlo HacTpoek Cuctema (System)
BO3MOXHOIO M3MEHEHWA NapoAs, UCMOIb3yeMoro Ana KoHdUrypaummn yctpoiictea. MossuTeca ceaytolee
OKHO:

Local Log Remote Log Clodk Account Metwork Test Files

Account Type WEE (%
Account Level
Current Username | |

Old Password *

Mew Username

Mew Password

Mew Password Again

Port | | 1-65535

Save

Puc. 3.3.7.4 HacTpolika yyeTHbIX 3anuceli (Account)

Tun yyéTtHol 3anucu [Account Type]: YcTaHoBKa y4éTHoM 3anucu ans WEB-koHbuUrypaTopa.
YpoBeHb npaB y4é€tHoW 3anucu [Account Level]: ¢ npaBamu agmuHucTpatopa (admin) BO3MOMKHa
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HacTpoiKka Bcex OYHKUMI, C npaBamu rocta (guest) BO3MOXeEH TONbKO MNPOCMOTP BCEX HACcTpoek
MapLipyTusartopa.

TekyLlee nma y4étHol 3anmncu [Current Username]: YcTaHOBKa MUMEHM YY4ETHOM 3anmcu.
Crapbliit naponb [Old password]: BBog cTaporo napons.

HoBoe nms yuyétHom 3anucu [New Username]: YcTaHOBKa HOBOrO MMEHM YYETHOMN 3anucH.
Hosbiit naponb [New Password]: Bsog HoBoro napons.
MNoagTeepxaeHue napons [New Password Again].

MopT [Port]: BBoa Homepa nopta (none He 06a3aTeIbHO ANA 3aNONHEHUS).

3.3.7.5 TectupoBaHue cetn (Network Test)

Mpu BbIBOpe NyHKTa noameHto TectuposaHue cetn (Network Test) B meHIo HacTpoek Cuctema (System)
MOABUTCA CAeAyloLLLEee OKHO:

Local Log Remote Log Clodk Account Metwark Test Files

Destination *

Result

Refresh

Puc. 3.3.7.5 TectuposaHue cetn

[Destination]: YcTaHoBKa IP-agpeca nMHroBaHMA 1 TPACCUPOBKM.

MuHrosaHue [Ping]/TpaccmpoeKa [Trace]: npeaHasHauYeHbl AN NPOBEPKM MapLIPYTa NPOXOXKAEHUSA
OaHHbIX.

PesynbraTt [Result]: BbiBog pe3ynbTaToB MMHIOBAHMSA/TPAaCCUPOBKM.

3.3.7.6 daiinwbi (Files)

Mpwu BbibOpe NyHKTa nogmeHto dalinsl (Files) B meHto HacTpoek Cuctema (System) nosBuTca cneagylouiee
OKHO:
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Local Log Remote Log Clock Account Metwork Test Files

Firmware Setting ||Browse...| [ Reset

Backup setting Browse... | fijylallgd [Shellgd Key
| Jimport |Export [

Factory setting

Path Operation

Puc. 3.3.7.6 ®ainbl

Hactpoiikm «npowmsku» [Firmware Setting]: O6HoBneHue (Upgrade) BCTPOEHHOTO MMKPOMPOrpaMmmMHOro
obecneveHus («npowmnsKkn») NosutpoH VR diRoute/natya.

Cbpoc (Reset) o6HOBNEHMUS.

HacTpoiikn  pesepBupoBaHusa  [Backup  Setting]: Wmnopt/akcnopt  (Import/Export)  HacTpoek
MapLpyTM3aTopa; BO3MOXKHOCTb CO34aBaTb PE3epPBHble KOMUW HACTPOeK M, NpuM HeobxoaMmocTy,
3arpy»*kaTb Ux obpaTtHo B ycTpomncTeo. Katou (key) ans sawuTsi.

3aBoacKkne HacTpoiKku [Factory setting]: CoxpaHeHue (save) TeKyWMX HACTPOEK KaK HacTpoek Mo
ymondaHuio/3arpysKa (load) 3aBoacKmx HacTpoeK (HacTPoeK No yMoa4YaHuUIo).

Matu [Patch Operation]: MpocmoTp (view) Tekywero MmeHn natda B maplupytusatope/yaaneHue (delete)
Bbl6paHHOro natya.

Mepesarpyska [Reboot]: MNepesarpyska mappyTmsatopa.

3.3.8 CocTrosaHue (Status)

Mpu Bbibope nyHKTa meHto CoctoAaHwMe (Status) NosBMTCA NOAMEHIO, CoAepKallee cneaytoline NyHKTbI:

Base Information LAM Madem Routing Table
Puc.3.3.8 CocTtosiHme

O6uwasn nidopmauus [Base Information]: O6wan nupopmaumsa o cucteme (Homep moaenu poytepa,
CepUHbIN HOMEpP, BEPCMA CXEMOTEXHUUYECKOrO peLlleHus, Bepcma NporpaMmHoro obecneyeHus).
NIBC [LAN]: OTobparkeHue nHdopmaumm o Ethernet-nopTte ycrpolicTea.

Mogem [Modem]: OTobpaxkeHne MHGOPMALLMK O BCTPOEHHOM MOZEME.

Tabnunua mapwpytmsauum [Routing Table]: OTobpaxkeHne TabauLbl MapLLpyTU3aLMN.
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PykoBoacTBo nonb3osartena: 3G/LTE poyrep MosutpoH VR diRoute

4 Yacto 3agaBaemble Bonpocbl u oteeTbl (FAQ)

AHanu3s HeucnpPaBHOCTEM
Cbou 1: H1 ogunH cBeToamnoq, He ropuT.

MpoBepbTe KabenbHble coeAWHEeHWA C  yCTpoicTBOM. [lpoBepbTe, MOAKAOYEH AU
WUCTOYHWMK MUTaHWA, BK/AIOYEH /M OH, COOTBETCTBYET /M Hanps)KeHWe WCTOYHMKA NUTaHuA
BXOAHOMY HanpAMKeHUI0, yKazaHHOMY B aHHOM PYKOBOACTBE.

Ecnn Bce Kabenm noAKN4YeHbl KOPPEKTHO, NCTOYHUK NMUTaHUNA UCMPaBEH U HaMnpAXeHue B
AoNyCTUMOM Anana3oHe, Torga ceBaXmtecb C NpoAaBLOM AN1A OKa3aHUA NOMOLLNA.

C6o11 2: HectabunbHOCTb NOABASIETCA NOCAE NPOA0/IKUTENIbHON PaboThl.

MpoBepbTe, HE HAarpeTo M YCTPOMCTBO. ECAK YCTPOMCTBO NeperpeTto, NnomecTuTe ero B 6onee
BEHTU/IMPYEMOE NOMeLLEeHME.

C6o 3: YCTpOICTBO He CTapTyerT.

YaocToBepbTeECh B KOPPEKTHOM MOAKNAOYEHUN UCTOYHMKA MUTAHUA.
C6ou 4: Yto penatb Npu NoABNEHUM CNEAYIOLLErO BbIBOAA KOMaHAbl PING:

Pinging 192.168.8.1 with 32 bytes of data:
Request timed out.

[JaHHaa nHpopmauma yKasbiBaeT Ha HenpaBu/bHYt0 paboTy KaHana nepegayu AaHHbIX.
MpoBepbTe cneaytouiee:
v' WcnpaseH nn Kabenb, ¢ nomolblo Kotoporo MosutpoH VR diRoute coegmHen ¢ MK?
(Mpn ucnpasBHom noakntodeHun ceetoamom CeTb Ha MapLupyTusaTope
Mo3utpoH VR diRoute gonkeH ropetsb).
v TMpaBUNbHO NN HACTPOEHO NOAKIKOHYEHME NO NOKaAbHOM ceTu Ha MK?
(Echn appec yctporictea 192.168.8.1, To aapec MK gonKeH 6biTb U3
AnanasoHa 192.168.8.xxx).

[na petanbHOM NPoOBEPKU BbINOAHUTE KOMaHAy ipconfig 3 KOMaHAHOM CTPOKM.
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C:\>ipconfig

Windows IP Configuration

Ethernet adapter local connection:

Connection-specific DNS Suffix

IPAddress...................:192.168.8.48

SubnetMask.................:255.255.255.0
IPAddress. . ................ :192.168.0.48
SubnetMask.................:255.255.255.0
Default Gateway ..............:192.168.0.254

(Bepgute: ipconfig? ans nonyyeHus cnpaBkM No AaHHOW KOMaHae)



=~
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TepMUHDbI U COKpaLLeHna

APN Mma ToukKn goctyna

BG MorpaHMYHbIN MapLpyTU3aTop

BSCC KoHTpo/ib coeanHeHna 6a30BOM CTaHUUM

BSS Moacucrtema 6a30BbIX CTaHUKUI

BTS basoBasa cuctema nepenaTyiMKoB

CDMA Cuctema goctyna c pasgeneHmem no Koay

CHAP MpoToKon ayTeHdUKaumnm

DDNS AnHamunyeckasn

DHCP MPOTOKO/1 ANHAMNYECKON MapLLPYTU3ALIMM XOCTOB
DNS Cny»k6a AOMEHHbIX UMEH

DSC LleHTp cbopa AaHHbIX

DTU YCTpoMNCTBO Nepenaym AaHHbIX

EGP MpOTOKOA BHELIHErOo LW/ko3a

EMC JNeKTpoOMarHUTHaa COBMECTUMOCTb

ESP 3awmTa oT pa3pAaLoB CTaTUHECKOIO 3/1eKTpMYecTsa
ETSI EBpONENCcKNn MHCTUTYT CTAaHOAPTOB TENEKOMMYHUKALMA
GGSN LWnto3 noanepkm GPRS

GPRS Cny:kba nakeTHOM Nepeaaym AaHHbIX MO paanoKaHany
GSM FnobanbHaa cuctema mobunbHOM €BA3N

GSN Y3en nogaepxkn GPRS

IGMP MpoToKoN ynpasaeHUa rpynnamm

IKE MpoToKoN 0bmeHa Katoyamu

IP MNpoTokon NHTepHeTa

IPv4 IP Bepcumn 4

IPv6 IP Bepcuun 6

IPSec MpoTokon 3awmuTtel IP-coeguHeHuUA

ISDN LUundposana ceTb CBA3N C KOMMNAEKCHbIMW YCAyramm
ISP NHTepHeT-npoBanaep

L2TP MpOTOKON TYHHENUPOBAHNA BTOPOrO YPOBHA
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LAN
MAC
MDTU
MS
MSC
MT
MTBF
NAS
NAT
NTP
OSPF
PAP
PDP
PFS
PLMN
POS
QoS
RA
RIP
RTU
SIM
SMS
SMSC
SNMP
STK
TCP
ubP
uiM
UMTS

ussD

VPDN
VPN
WAN

PykoBoacTBo nonb3osartena: 3G/LTE poyrep Mosutpon VR diRoute

JloKanbHaA BbIMUCANTENBHAA CETb
MpoToKoA ynpaBaeHUs AOCTYNOM K cpeae
MobuabHoe yCTPOMCTBO Nepeaaym AaHHbIX
MobunabHan cTaHumA

MOoBUABHbBIN LLEHTP KOMMYTaLLUK
MobunbHbIN TEPMUHAN

CpeaHsna HapaboTKa Ha OTKa3

Cepsep goctyna K cetm

MpeobpasoBaHue ceTeBbIX apecoB
CeTeBOM NPOTOKON CUHXPOHU3ALMUK
CeTeBOM MPOTOKON MapLLPyTM3aLnu
MpoToKkon ayTeHTUdMKALUKM NO NAPOIO
MpPOTOKO/ NAaKeTHOM nepesaymn AaHHbIX
CoBepLueHHasa NpAMas CEKPETHOCTb
MeayHapoaHblii Ko onepaTopa COTOBOM CBA3M
TouKa npogax

KauectBo ycnyr

O6nacTb MapLpyTU3aumm

MPOTOKOA AMHAMUYECKOM MapLLpPyTM3aLmMK
YpaneHHoe ycTpoICTBO Nepesaym gaHHbIX
Moaynb naeHtTnduKaumm aboHeHTa, SIM-KkapTta
Cny»k6a KOPOTKMX COOBLLLEHUI

LleHTp cny»Kbbl KOPOTKUX COOOLLEHNI
MpocToit NPOTOKO/ CETEBOrO YNpaBaeHmA
Habop ytuaut SIM-KapTbl

MpoTOKOA ynpaBaeHna nepesayen
MpPOTOKO/ NONBL30BATENLCKMX AaTarpPamm
Moaynb naeHTudUKaLmm noab3oBaTens

YHuBepcanbHaa cuctema MobunbHoOM cBA3n

HecTpyKTypupoBaHHaA cMcTeMa B3aMMOAENCTBMA C CepBMCcamMm
onepaTopa

BupTyanbHas YacTHas KOMMYyTUpPYeMas ceTb

BupTyanbHas YacTHas ceTb

nobanbHas BblYUCAUTENIbHAA CETb
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MpunoxxeHue: OnucaHme npouecca o6HosneHusa MO

MapuwpyTtursatopbl MosuTpoH VR diRoute o6n1aaatoT BO3MOMKHOCTbIO OOHOBNEHWUS BHYTPEHHErO
NpPorpammHoro obecneyeHus.

Ob6HoBAEHME € NOMOLLLID Web-KoHbUrypaTopa :
Cepua vyctponctes MO3UTPOH VR nopaeprkvBaeT o0O6HOBAEHME MPOrPAaMMHOrO
obecneyeHns HenocpeacTBEHHO M3 web-nHTepdeinca KoHdUrypaumm ycTponcrsaa.

Boiiante B web-koHourypatop, seeaute IP-agpec LAN nan WAN mnHtepdeitca mapipytnsatopa B
agpecHylo CTpPoKy Opaysepa. LlenkHute Ha nyHKTe MeHio System->Files, B noasmsemcsa
nogMeHto B cTpoKe Firmware setting HaxkmuTte 0630p U BbIbGepuTe dain, NnpeaHa3HAYEHHDbIN ANnA
obHoBneHusn. Janee Haxkmute ObHoBUTL (Upgrade).

He BbINONHANTE HUKAKUX APYrMX AENACTBUN B KOHPUIypaUMOHHOM MHTepdelice A0 3aBeplueHus
obHoBeHus MNO. 3To MoKeT NpuBeCcTn K cOoK B NPOLINBKE, U, BNOCAEACTBUN, K NMOBPEKAEHUIO
ycTpolicTea. Mocne 3aBeplieHMAa 06HOBAEHMA NOABUTCA COObLLEHME, cogepKaliee MHGOPMALMIO
0 pe3synbTaTax 06HoBAeHMA 0.

O6bl4yHO, MHbOPMaLMA NOATBEP)KAAET ycnewHocTb obHosaeHusa MO, Ho, ecin obHoBNeHUue MO
NpoLW/IO Heyaa4yHoO, Bbl MOXKETE NOBTOPUTL NOMbITKY 06HOBAEHUs (0.

3ameyaHue:
HuKoraa He BbIK/OYalkTe NMTAaHWE U He NpepblBaliTe cBA3b c MK B npouecce o6HoBneHUn MNO.
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