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Chapter 1 Overview

As the pivot of mass management system,
WisCloud Controller terminates the
respective working approach of each access
point and centrally completes the
configuration and management for
WisCloud APs. It would be much easier to

monitor the massive devices and more

efficient to maintain the enterprise networks.

1.1 Access Point

Access Point

/7 0

Online Offline

Display the online access points.
Display the offline access points.

1.2 Online Use

Online User

8 30

PC/Laptop Mobile

The online users who connect
through the PC or laptop.

The online users who connect
through the mobile.

1.3 Interferences

WCAC
Interferences
0 18
Rogue AP Average SNR
% %%

2G Signal Quality  5G Signal Quality

Display the Access points
which are not managed by the Access
controller.

Display the average of
signal noise ratio. (0~20 is blue, 20~30 is
yellow, 30+ is red).

The signal quality of
2G is displayed. (0~40 is blue, 40~80 is
yellow, 80+ is red).

The signal quality of
5G is displayed. (0~40 is blue, 40~80 is
yellow, 80+ is red).

1.4 Top Access Point

Top Access Point  User -

Main Office 22 Users
Dining_Room 8 Users
Finance 5 Users
Front Desk 3 Users
Corridor 0 Users

Show the top 5 AP of the most
connected users.
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Top Access Point | Traffic -

Main Office 4326 GB
Corridor 3.225GB
WAE_730D68 2.977 GB
Dining_Room 2451 GB
Finance 1.400 GB

Show the top 5 AP of the most
value of the throughput.

1.5 Total User

Display the total number of the connected
users.

Display the SSID which the users
connect and the connected numbers in the 2
GHz radio band.

Display the SSID which the users
connect and the connected numbers in the 5
GHz radio band.

1.6 Network Usage

The graph displays the upload or download
traffic and the number of users on different
time of a day.

Network Usage S50 Sunpad - MHous -

B Download

Choose one of them to see the graph
separately.

Upload @ Users .

WCAC

SSID 551D 1 -

Select one of the SSID to see the
graph.

2 Hours -

30 Days

Select the period time

to check.

1.7 User OS Type

The graph displays different OS type of the
connected users.

User OS Type

B Windows
Mac 05X

@ Android

W 105

B Others

1.8 User Signal Strength

The graph displays the signal strength of the
connected users.

User Signal Strength

4

B Excellent
Good
W Poor
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Chapter 2 MAP

The Access Controller software allows you
to upload custom map images of your
location for a visual representation of your
wireless network.

ey i Er=] 4r
SR
- ﬁ)

Once you’ve created the map, you can
upload it to the Access Controller software
by performing the following steps:

1. Click Config

Map wis =~ | Config

2. Click Add to add a new map

Config Map =
floor O E
wis O ]
+ Add
3. Input a name of the map and upload it
from your local file.
x

Add Map

Input the map name and upload local map which is no larger than
1M(*jpg.*.png,*.gif, "bmp)

Input Name:

Upload Map: Browse...

WCAC

Click any of the following options to
display Access Point labels, details, wireless
coverage, and topology on the map.

(O (T S T

Display the name applied to the
Access Point.

Display the Access Point name,
MAC address, IP address, state, channel and
the number of connected users.

Display a visual representation
of the wireless range covered by the Access
Point.

Display the number of users that each
Access Point contained.

Display a representation of the
connection between Access Points.
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Chapter 3 User

The Users tab displays a list of users that are
connected to the primary wireless network
of the Access Point. You can click any of
the column headers to change the list order.

3.1 Active Wireless Users

-

Display the
hostname, alias or MAC address of the
connected user. You can click the name to
get additional details. See “3.3 user details”
on page 7.

Display the IP address of the
connected user.

Display the network name or SSID
of the wireless network in use.

Display the hostname, alias,
or MAC address of the AP. You can click
the name to get additional details on the AP.

Display the percentage of signal
strength between the user and AP.

The total amount of data
download by the user is displayed.

The total amount of data upload by
the user is displayed.

The amount of time the user has
been connected for this session.

Click a button to perform the
desired action:

-Block . Block this user from accessing

the AP and add the client device to the
Blocked Device list.

‘Reconnect .. Reconnect this user to the

Access Point and remove the client device
from the Blocked Device list.

WCAC

= Input the
content to search for.

m 2G 5G : When select 2G is only to
display users of the 2.4 GHz wireless
network. When select 5G is only to display
users of the 5 GHz wireless network. When
select All is to display all users.

Front Desk(4)
Corridor
Main Office(19)
Finance(7)
CEOQ
WAE_730D68

| Dining_Room(8)|

Drop-down menu of all
available Access Points. Select one to filter
the results and only display users connected
to the selected AP.

10
20
30
50
100

Select how many
results to display per page as shown below.

3.2 Event Notification and
Tips

Display the date and time the
client was connected.

Display the state of connectivity
between the AP and user.
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All Admin : To check all

messages, click All. To check the user’s
connectivity, click User. To check the
message of administrator’s operation, click
Admin.

Filter by time duration as follows.

8hours
1 Day
Zdays
Tdays

2 Week
1 Month

3.3 User details
3.3.1 Details-Overview

a2 Nancy
I Statistics @ History  &® Config
Overview
Mac Address 74:29:AF:55:8F:4D
Hostname DCAVGVOYG3VIXLL
Os windows
IP Address 192.168.11.26
Uptime Th 5m 16s
Connected AP Main Office
Last Seen 1s ago

Display the MAC address
of the connected user.

Display the hostname of the
connected user

The operation system of the user is
displayed.

Display the IP address of the
connected user.

The amount of time the user has
been connected for this session

The name of the AP the
user connected is displayed.

Display the last time the user
connected.

3.3.2 Statistics

WCAC

R Nancy

@ Details @ History  #® Config

Statistics

ESSID Sunparl
Connected AP Main Office
Channel 11(11q)
Signal 94% (43 dBm)
TX Rate 72.206M
RX Rate 78.033M
0.00B/sec
Power Save Mot Enabled

Received Pkts / Bytes 53.4K/ 143M
Sent Pkts / Bytes 122K/ 7.70M

Display the network name or SSID
of the wireless network in use.

Display the name, alias or
MAC address of the AP in use.

Display the wireless channel in
use.

Display the signal strength.
Display the TX (transmit) rate.
Display the RX (receive) rate.

Display the status of the
power save mode.

Display the amount
of data received by the user in packets and
bytes.

Display the amount of
data sent by the user in packets and bytes.

3.3.3 History-Recent Connections
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44 Nancy

@ Details v Statistics & Config

Recent Connections

Date/Time Duration Download Upload
2016/09/17 08:09:03 7m15s 1.19M 227M
2016/09/17 09:32:14 40s 456K 241M
2016/09/17 10:30:31 58m 3s 0.00 0.00
2016/09/17 10:50:12 10s 262K 7.16M
2016/09/17 14:39:50 3h 48m 12s 1003M 46.8M
1-5/35
>

Display the date and time the
user first connected to the AP.

Display the length of the time the
user connected to the AP.

The amount of data download
by the user during the session is displayed.

The amount of data upload by the
user during the session is displayed.

3.3.4 Config
R Nancy
@ Details [ Statistics @ History €0
Config
Alias Nancy
Special

instructions

Usergroups DefaultGroup -

Apply
Debug
Enter a name for the user.

Enter a description or
comments for the user.

Assign a user group to the
user or keep the default group.

WCAC

Debug

To help troubleshooting wireless connection, you can force this
device to connect to a specified AP

Any AP -

Access Point

Front Desk (down)
Corridor (down)
Main Office (down)
Finance (down)

CEQ (*)
WAE_730D68 (down)
Dining_Room (down)

-Access Point: Select One of the Access
Points to connect to the device.
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Chapter 4 Access
Point

The Access Points tab displays a list of
managed Access Points. You can see more
configuration details of the AP.

4.1 Managed Access Point

HomeMAC Ackies e Downosd Upkad  Cranest e

Display the
hostname, alias or MAC address of the AP.
You can click name to get additional details
on the AP. See “4.6 Access Point details” on
page 13.

Display the group name of
the AP.

Display IP address of the
Access Point.

Display the status of the AP as
follows.

-Run: When the AP connected to the
Access Controller, it shows run.

-Timeout: When disconnected in 5
minutes, it shows timeout.

«Offline: When disconnected in 1 hour, it
shows offline.

-Retired: When disconnected in one day,
it shows retired.

-Init: When the Access Controller restart,
the AP can’t run, it shows init.

Display the number of the user
connected to the AP.

The total amount of data
download by the AP is displayed.

The total amount of data upload by
the AP is displayed.

WCAC

Display the transmit/receive
channel being used by the AP. The radio
band is represented as (ng) for 2.4 GHz and
(na) for 5 GHz.

Click a button to perform the
desired action.

-Locate: Locate the AP on the map. The

button will flash green until the button is
clicked again. The LED on the AP will flash
so that you can place it in the correct
location on the map. The LED will flash
until the button is clicked again.

-Restart: Restart the selected Access
Point.

-Remove: Remove the selected Access
Point.

-Upgrade: After upgrade the Access

Controller, it will be shown to upgrade the
AP.

DwerTime Message Actons

Display the date and time the
client was connected.

Display the state of connectivity
between the AP and user.

4.2 AP Group

=

Group Name: Davice Number Wi Nerwers e

Display the group name of
the AP.

Display the number of the
AP which the group contains.

Display the number of
the wireless network the group has.
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Click a button to perform the
desired action.

DefaultGroup

Add to

Name/Mac Address
Group

Mac Address

Front Desk 14:1F:BA73:0CES

Corridor 14:1F:BA:74:31:B8
Main Office 14:1F:BAT74:D2:98
CEO

14:1F:BA:73:0D:B0

WAE_730D68 14:1F:BA:73:0D:68

AAAAA

1-5/5

Apply  Wireless Network

() Sunparl
() sunparl_5G

Guest

free

1-4/4

-Add to Group: Add the Access Point to a
group.

‘Name/MAC Address: Display the name
or MAC address of the device.

‘MAC Address: Display the MAC
address of the device.

‘Wireless Network: Choose the network
name or SSID to apply in the Access Points.

To delete the group, click it.

Display the date and time the
client was connected.

Display the state of connectivity
between the AP and user.

WCAC

4.3 Wireless Config
4.3.1 Wireless Network Setting

View  Delete

Display the name of the
wireless network or SSID.

Display the type of
encryption.

Display the state of guest
policy.

Click a button to perform a desired
action.

-View: Make changes to the wireless
network settings.

-Delete: Delete the wireless network.

Add Wireless Network

Basic information

Apply To n 2G 5G
Signal Name 123

Security — c—
Security Key 12345678

Speed Limit Group DefaultGroup -

Guest Policy

Hide the Signal

Enable VLAN

Default Group () Apply to default device group
Create

-Apply To: Choose the appropriate
frequency or click all.

-Signal Name: Enter the name of the
wireless network.

10
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-Security Key: Input the passphrase that
users will use to connect to the wireless
network.

-Speed Limit Group: Choose a speed
limit group.

-Guest Policy: Select this option to apply
the guest policy.

-Hide the Signal: Select this option if you
don’t want to the wireless network name or
SSID to be broadcast.

‘Enable VLAN: When you enable the
VLAN, you can input the VLAN ID as
follows.

Enable VLAN

[ @

Use VLAN ID

-Default Group: When you enable the
default group, it will apply to the default
device group.

4.3.2 RF Management
e —

Auto optimization 0 - 100 Timer intervaliper 20 mins)

Select the one of country
codes.

Select the time interval
to automatically optimize the network
regularly.

4.3.3 Access Point Policy

Choose a way to
upgrade the version of AP. You can
upgrade your firmware by manual or
automatically.

When an Access Point is
not connected by a wire, the wireless uplink
section lists potential uplink Access Points
that can be selected to establish a wireless
connection.

If you enable auto admit, the
Access Controller can admit AP in control

11

WCAC

automatically when the Access Points are
scanned.

4.3.4 AP MAC Filter

AP Mac Filter
Black List

AP Blacklist

Add

Name/Mac Address Actions

Front Desk

V£l

fit

Main Office
Finance
CEO

Vo£il

it

Dining_Room

1-7/7

‘Name/MAC Address: Display the
hostname, alias or MAC address of the AP.

-Action: If you want to prevent the AP,
click the button.

4.4 User policy

o Name

Detsiled Sering

Ban Limie

display the group name
that you have set to limit the bandwidth.

Jser Group - Add

N s Group
Bandwidth Lirnit

Download limitedto 20 bps
Upload limited to 1N bps

Cancel
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‘Name: Enter or edit the name of the user
group.

-Bandwidth: Select to limit download and
upload bandwidth. Enter the maximum in
the blank.

User M Filter
Black List

View  Delete

Display the MAC
address of the user who has been filtered.

User blacklist
Add

Name/Mac Address Actions

M5-200201010053
HMMOTE1TD-hongmishou
SUNPARL-PC
AdminisdeiPhone

iMac

yi-VAID

luo

vivo_X6Plus_D

1-8/49
[

[ Apply

‘Name/MAC Address: Display the
hostname, alias and MAC address of the
users.

-Action: If you want to prevent the user,
click the button.

4.5 Guest Policy

Select this option to enable guest policy on
this wireless network. You can manage the
guests through configuration as follows.

Global Configuration

12

WCAC

Make all users allowed when the
authentication server is offline, click it.

When open it, the user
in white list whose WeChat is allowed to
access the Internet without authentication.

Select or custom the
validity period time which begin from the
user authenticate success.

Select or custom the
value of timeout offline when the traffic no
change.

When input the IP, IP/Mask,
the user’s IP in white list can connect to the
Internet without authentication. When input
the domain name, the user can access this
domain without authentication.

Input the user’s
MAC address and this user can connect to
the Internet without authentication.

Internal Auth Server

Forward To @ Original Page

‘Custom Portal Page http:/f
Before the users connect to
the Internet, the website will return

4.5.1 No authentication

When choose this option, it’s no need
authentication.

4.5.2 Account/Password

Account

Password P Wek  Medium Stenger Strangest

Enter the user name of the
account.

Enter the password of the
account (at least four characters).

Weak  Medium Stronger Strongest -
Display the degree of the encryption.

Acteunt Mae Ardelress 1P Address Uplink traifee (6 Dlerwriirdk teathe (i) Login Time

Display the detail information of
the account.
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Account Create time Status

userl 2016-10-06 15:40:32 Allowed

List: Display the create time and status of
the account.

Rocourt  unerl

When you want to add or
delete the accounts, you should input the
name in the blank.

4.5.3 SMS

When you enable this authentication, the
users will need a one-time code via SMS if
they want to be online.

45.4 WeChat

M

shopio

sectetkey e

To get a dynamic password via
mobile phone, click it.

Input the ID of the app.
Input the ID of the shop.

Enter the secrete key.

455 External Auth Server

When you enable this authentication, you
can use the external radius server.

4.6 Access Point details
4.6.1 Details

13

WCAC
Overview
Mac Address 141F:BA:74:D2:98
SN 711C0115B00037
Model WIS-CM711AC
Version 2.1044.311150
IP Address 192.168.11.3
Uptime 1d 23h 28m
CPU Usage 17%
Memory Usage 57%
Flash Usage 76%
#of users 2
Guests num 0

-MAC Address: Display the MAC
address of the connected Access Point.

-SN: Display the serial number of the
Access Point.

Model: Display the model name of the
Access Point.

Version: Display the version of the
Access Point.

IP Address: The distributed IP address is
displayed.

Uptime: The uptime of the Access Point
is displayed.

-CPU Usage/Memory Usage/Flash
Usage: Display the usage of the CPU,
memory and flash.

-#of users: Display the number of users
connected to the primary network.

-Guests num: Display the number of
users connected to the guest network.

Down Pkts / Bytes
Up Pkts / Bytes

400/ 74.8M
0.00 7 680M

-Down Pkts/Bytes: Display the amount
of data downloaded as packets and bytes.

-Up Pkts/Bytes: Display the amount of
data uploaded as packets and bytes.

When the Access
Point has two radio bands.
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Channel 1

Transmit Power 21 dBm (EIRP)

#of users 5

Guests num 0

-Channel: Display the total channels of
2GHz or 5GHz radio band.

-Transmit Power: Display the EIRP in
dBm.

-#of users: Display the number of users
who connected 2GHz or 5GHz band.

-Guests num: Display the number of
users who connected to the guest network.

4.6.2 Users

@ Details m & Config @ Diagnose

Name WLAN Actions

vivo_X6Plus_D Sunparl Block Reconnect

YIFVAIO Sunparl Block Reconnect

android-

619d1e7b66749a7f Plocky |{Eeconnecs

Sunparl

vivo_X6D Sunparl Block Reconnect

vivo_X6D Sunparl Block  Reconnect

1-5/5

Display the hostname, alias, or
MAC address of the connected user. You
can click the name to get additional details.
See “3.3 user details” on page 7.

Display the network name or SSID
of the wireless network in use.

Select to block and reconnect the

users.

4.6.3 Config
Alias Front Desk m
A Cromy

-Alias: Enter or edit the name of the
device.

14
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-AC: Input the IP address of the Access
Controller and reboot the AP. Then the AP
will connect to the AC.

En -
Channel 6 HT20
Tx Power High
Compatibility Auto

-Channel: Select a channel or keep the
default setting Auto. You can also use the
default HT20 for 20MHz operation or HT40
for 40MHz operation.

-Tx Power: By default the transmit
power is set to Auto. You can also manually
select High, Medium, Low, or Custom.

-Compatibility: By default option is set
to Auto. You can also manually select 11n/g,
11gor 11n.

Name Modified Actions
Sunparl Modify
Sunparl_5G Madify

You can modify the wireless network, click
Modify as follows.

Al 5G

Apply Ta

¥ Enabled on this AP

Use VLAN ID

551D Sunparl

PSK

kR kA

-Apply To: Select All, 2G or 5G.

-Enabled on this AP: Select the
checkbox to enable override settings on the
Access Point.

-Use VLAN ID: Select the checkbox to
enable the VLAN. Enter a value between 2
and 4095.
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-SSID: Enter the SSID override name to
apply the wireless network.

-PSK: If the WPA-Personal security
option has been applied to the WLAN, the
Pre-Shared Key (PSK) for the SSID
specified will automatically appear in this
field.

If you no longer wish to manager
this AP, you can remove it.

4.6.4 Diagnose

Remaote connect

Diagnostic signal ()

It’s for diagnosis.

That’s for diagnostic
signal of users.

15
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Chapter 5 System

5.1 Basic
5.1.1 Basic Configuration

System Name AC
Country China
Language English
Admin Name admin
Old Password

New Password

Confirm

Enter the name of the
Access Controller.

Select the local country code.

Select the language of the
Access Controller.

Display the admin name.
Input the old password.
Enter the new password.

Enter the new password again.

5.1.2 Network

DNS Servers

Preferred DNS 223555
Alternate DNS 223.6.6.6
Interfaces

Interface Name MGT
Network Mode Static IP -
IP Address 192.168.188.2
Subnet Mask 2552552550
Gateway

Enter the preferred DNS and
alternate DNS.

Display the option of
MGT or LAN.

WCAC

-MGT: Configure the static IP address
and this IP is used to login in the WCAC.
(The default IP is 192.168.188.2).

Interface Name MGT
Network Mode StaticIP -
IP Address 192 168.188.2
Subnet Mask 2552552550
Gateway
-LAN:
Interface Name LAN
Network Mode DHCP
IP Address 192 168.11.247
Subnet Mask 255255 255 0
Gateway 192.168.11.1
Choose the DHCP or static
IP.

Display the IP address.
Display the subnet mask.

Display the gateway address of
the DHCP server.

5.1.3 System Time Setting

Time Zone (GMT +08:00) Taipei
®  NTP Server time.windows.com
Date/Time 2016-10-28 [=] 13:53:41

Choose the appropriate time
zone.

Enter the NTP server address
to update the time automatically.

When choose it, you can custom
the date and time.

5.2 Service
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The current version 210435261702 |npUt the password again.

Version Server ac.wisnetworks_com (e.g. 192.168.1.100 or ac.server.cn)

To enter the target email
address, click it.

Newest Version No new verion available

Local Upgrade Browse.

Configuration Backup  Restore Enter the

] administrator password.
Display the current

version.

Input the IP address or
domain name of the server which is used to
upgrade the Access Controller. (The default
is ac.wisnetworks.com).

When the server has a
new version, there is an option to upgrade.
Then click it to upgrade the newest version.

Upgrade the new version
from the local file.

To export the configuration,
click Backup. To import the configuration,
click Restore.

5.3 Account

To add the new account of the
administrators, click Add.

Account Type Administrator -
Language Auto(Bzh)

Account Name
MNew Password
Confirm

Push Mail

Administrator

Password

Administrator

Simple

When you choose the Administrator type,
you can check and configurate the WCAC.
When choose the Simple, you only can
check the configuration.

Select the appropriate language.
Input the account name.

Input the new password of
the account.

17
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