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GENERAL NOTES

THE PRODUCT INCLUDING THE SOFTWARE PROVIDED BY GEMALTO M2M GMBH (“GEMALTO M2M") WITH
THE PRODUCT (“PRODUCT") IS DEEMED ACCEPTED BY RECIPIENT AND IS PROVIDED WITHOUT
INTERFACE TO RECIPIENT’'S PRODUCTS. THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED FOR
TESTING, EVALUATION, INTEGRATION AND INFORMATION PURPOSES.

COPYRIGHTS
THE SOFTWARE OBTAINED FROM GEMALTO M2M TOGETHER WITH THE PRODUCT (“SOFTWARE”") IS THE
INTELLECTUAL PROPERTY OF GEMALTO M2M AND/OR ITS LICENSORS.

LIMITED LICENCE GRANT

SUBJECT TO THE TERMS AND CONDITIONS IN THIS AGREEMENT, THE RECIPIENT, ITS CUSTOMERS AND
END-CUSTOMERS OF THE PRODUCT SHALL HAVE A NON-EXCLUSIVE RIGHT TO USE THE PRODUCT
OBTAINED FROM GEMALTO M2M. THE RECIPIENT SHALL NOT AND SHALL CONTRACTUALLY BIND ITS
CUSTOMERS AND THE END-CUSTOMERS NOT TO TRANSFER, COPY, MODIFY, TRANSLATE, REVERSE
ENGINEER, CREATE DERIVATIVE WORKS, DISASSEMBLE OR DECOMPILE THE SOFTWARE OR
OTHERWISE USE THE SOFTWARE EXCEPT AS SPECIFICALLY AUTHORIZED BY THE PURPOSE OF THIS
AGREEMENT OR BY MANDATORY LAW. GEMALTO M2M SHALL BE A THIRD PARTY BENEFICIARY IN THE
AGREEMENTS WITH CUSTOMERS AND END-CUSTOMERS REGARDING THE SOFTWARE.

ANY RIGHT, TITLE AND INTEREST IN AND TO THE PRODUCT, OTHER THAN THOSE EXPRESSLY GRANTED
TO THE RECIPIENT UNDER THIS AGREEMENT, SHALL REMAIN VESTED WITH GEMALTO M2M OR ITS
THIRD PARTY LICENSORS.

GEMALTO M2M IS NOT OBLIGED TO MAKE THE SOURCE CODE OF THE SOFTWARE AVAILABLE TO THE
RECIPIENT.

DISCLAIMER OF WARRANTY

THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED ON AN “AS IS” BASIS ONLY AND MAY CONTAIN
DEFICIENCIES OR INADEQUACIES. THE DOCUMENTATION AND/OR PRODUCT ARE PROVIDED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, GEMALTO M2M FURTHER DISCLAIMS ALL WARRANTIES, INCLUDING WITHOUT
LIMITATION ANY IMPLIED WARRANTIES OF MERCHANTABILITY, COMPLETENESS, FITNESS FOR A
PARTICULAR PURPOSE AND NON-INFRINGEMENT OF THIRD-PARTY RIGHTS. THIS PRODUCT IS NOT
INTENDED FOR USE IN LIFE SUPPORT APPLIANCES, DEVICES OR SYSTEMS WHERE A MALFUNCTION
OF THE PRODUCT CAN REASONABLY BE EXPECTED TO RESULT IN PERSONAL INJURY. APPLICATIONS
INCORPORATING THE DESCRIBED PRODUCT MUST BE DESIGNED TO BE IN ACCORDANCE WITH THE
TECHNICAL SPECIFICATIONS PROVIDED IN THESE GUIDELINES. FAILURE TO COMPLY WITH ANY OF THE
REQUIRED PROCEDURES CAN RESULT IN MALFUNCTIONS OR SERIOUS DISCREPANCIES IN RESULTS.
FURTHERMORE, ALL SAFETY INSTRUCTIONS REGARDING THE USE OF MOBILE TECHNICAL SYSTEMS,
INCLUDING GSM AND GPS PRODUCTS, WHICH ALSO APPLY TO CELLULAR PHONES MUST BE
FOLLOWED. GEMALTO M2M CUSTOMERS USING THIS PRODUCT FOR USE IN ANY APPLICATIONS DO SO
AT THEIR OWN RISK AND AGREE TO FULLY INDEMNIFY GEMALTO M2M FOR ANY DAMAGES RESULTING
FROM ILLEGAL USE.
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EXCLUSION OF LIABILITY

GEMALTO M2M, ITS LEGAL REPRESENTATIVES AND VICARIOUS AGENTS SHALL — IRRESPECTIVE OF
THE LEGAL GROUND — ONLY BE LIABLE FOR DAMAGES IF THE DAMAGE WAS CAUSED THROUGH
CULPABLE BREACH OF A MAJOR CONTRACTUAL OBLIGATION (CARDINAL DUTY), I.LE. A DUTY THE
FULFILMENT OF WHICH ALLOWS THE PROPER EXECUTION OF THE RESPECTIVE AGREEMENT IN THE
FIRST PLACE OR THE BREACH OF WHICH PUTS THE ACHIEVEMENT OF THE PURPOSE OF THE
AGREEMENT AT STAKE, RESPECTIVELY, AND ON THE FULFILMENT OF WHICH THE RECIPIENT
THEREFORE MAY RELY ON OR WAS CAUSED BY GROSS NEGLIGENCE OR INTENTIONALLY. ANY
FURTHER LIABILITY FOR DAMAGES SHALL — IRRESPECTIVE OF THE LEGAL GROUND — BE EXCLUDED.
IN THE EVENT THAT GEMALTO M2M IS LIABLE FOR THE VIOLATION OF A MAJOR CONTRACTUAL
OBLIGATION IN THE ABSENCE OF GROSS NEGLIGENCE OR WILFUL CONDUCT, SUCH LIABILITY FOR
DAMAGE SHALL BE LIMITED TO AN EXTENT WHICH, AT THE TIME WHEN THE RESPECTIVE AGREEMENT
IS CONCLUDED, GEMALTO M2M SHOULD NORMALLY EXPECT TO ARISE DUE TO CIRCUMSTANCES THAT
THE PARTIES HAD KNOWLEDGE OF AT SUCH POINT IN TIME. GEMALTO M2M SHALL IN NO EVENT BE
LIABLE FOR INDIRECT AND CONSEQUENTIAL DAMAGES OR LOSS OF PROFIT. GEMALTO M2M SHALL IN
NO EVENT BE LIABLE FOR AN AMOUNT EXCEEDING € 20,000.00 PER EVENT OF DAMAGE. WITHIN THE
BUSINESS RELATIONSHIP THE OVERALL LIABILITY SHALL BE LIMITED TO A TOTAL OF € 100,000.00.
CLAIMS FOR DAMAGES SHALL BECOME TIME-BARRED AFTER ONE YEAR AS OF THE BEGINNING OF THE
STATUTORY LIMITATION PERIOD. IRRESPECTIVE OF THE RECIPIENT'S KNOWLEDGE OR GROSS
NEGLIGENT LACK OF KNOWLEDGE OF THE CIRCUMSTANCES GIVING RISE FOR A LIABILITY ANY CLAIMS
SHALL BECOME TIME-BARRED AFTER FIVE YEARS AS OF THE LIABILITY AROSE. THE AFOREMENTIONED
LIMITATION OR EXCLUSION OF LIABILITY SHALL NOT APPLY IN THE CASE OF CULPABLE INJURY TO LIFE,
BODY OR HEALTH, IN CASE OF INTENTIONAL ACTS, UNDER THE LIABILITY PROVISIONS OF THE GERMAN
PRODUCT LIABILITY ACT (PRODUKTHAFTUNGSGESETZ) OR IN CASE OF A CONTRACTUALLY AGREED
OBLIGATION TO ASSUME LIABILITY IRRESPECTIVE OF ANY FAULT (GUARANTEE).

SECRECY

THE RECIPIENT UNDERTAKES FOR AN UNLIMITED PERIOD OF TIME TO OBSERVE SECRECY REGARDING
ANY INFORMATION AND DATA PROVIDED TO HIM IN THE CONTEXT OF THE CONTRACTUAL
RELATIONSHIP AND CLASSIFIED AS CONFIDENTIAL OR OTHERWISE RECOGNISABLE AS CONFIDENTIAL,
IN PARTICULAR AS TRADE OR COMPANY SECRET AND — AS FAR AS NOT NECESSARY FOR THE
ACHIEVEMENT OF THE PURPOSE OF THE CONTRACT — TO NEITHER RECORD NOR FORWARD TO THIRD
PARTIES NOR USE IN ANY WAY. EMPLOYEES AND THIRD PARTIES INVOLVED SHALL BE BOUND TO
OBSERVE THE ABOVE PROVISIONS.

MISCELLANEOUS

THE INTERPRETATION OF THIS GENERAL NOTE SHALL BE GOVERNED AND CONSTRUED ACCORDING
TO GERMAN LAW WITHOUT REFERENCE TO ANY OTHER SUBSTANTIVE LAW. LEGAL VENUE FOR ALL
DISPUTES ARISING FROM THIS AGREEMENT SHALL BE MUNICH, GERMANY.

IN THE EVENT OF A CONFLICT BETWEEN THE PROVISIONS OF THIS AGREEMENT AND ANOTHER
AGREEMENT REGARDING THE PRODUCT (EXCEPT THE GENERAL TERMS AND CONDITIONS OF
GEMALTO M2M) THE OTHER AGREEMENT SHALL PREVAIL.

COPYRIGHT

TRANSMITTAL, REPRODUCTION, DISSEMINATION AND/OR EDITING OF THIS DOCUMENT AS WELL AS
UTILIZATION OF ITS CONTENTS AND COMMUNICATION THEREOF TO OTHERS WITHOUT EXPRESS
AUTHORIZATION ARE PROHIBITED. OFFENDERS WILL BE HELD LIABLE FOR PAYMENT OF DAMAGES.
ALL RIGHTS CREATED BY PATENT GRANT OR REGISTRATION OF A UTILITY MODEL OR DESIGN PATENT
ARE RESERVED.

COPYRIGHT © 2018, GEMALTO M2M GMBH, A GEMALTO COMPANY
TRADEMARK NOTICE

GEMALTO, THE GEMALTO LOGO, ARE TRADEMARKS AND SERVICE MARKS OF GEMALTO AND ARE
REGISTERED IN CERTAIN COUNTRIES.
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1 Introduction

This Release Note refers to
e Cinterion® EHS5-E

Firmware Revision: 04.000

Application Revision Number: 01.000.01

Java Remote Control (JRC) version: 1.60.00

Service LWM2M Agent (SLAE) version: 2.2.0

This release note describes the changes from firmware revision 03.001 and application
revision number 00.000.55.

DISCLAIMER for EHS5-E:

The approval process and the implementation of ERA-GLONASS and panEU eCall are still
undergoing reviews and changes, with all parties being involved. Gemalto M2M strives to
provide all customers with the most recent and use case compliant software. This implies that
future module firmware updates may become mandatory for the applications to comply with
those use cases. Gemalto M2M undertakes to supply such software updates under the agreed
terms and conditions. It is then the responsibility of the customer, and at their discretion, to
update previously delivered modules if needed.
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Related Documents

Cinterion® EHS5-E AT Command Set 04.000

Cinterion® EHS5-E/EHS5-US Hardware Interface Description 04.000
Hardware Migration Guide: Differences between BGS2 Rell+2 and EHSx, vO7
DSB75 Support Board Hardware Interface Description, v014
Multi-Adapter R1 User Guide, v03

Getting Started with EHSx, v03

EHSx Java User’'s Guide, v15

Multiplexer Driver Developer’'s Guide, v19

Application Note 16:
Application Note 17:
Application Note 39:
Application Note 26:
Application Note 40:
Application Note 45:
Application Note 48:
Application Note 88:
Application Note 54:

Upgrading Modules Software, v02

Firmware Update over the Air, vO3

USB Interface Description, v04

Power Supply for Wireless Applications, v05
Thermal Solutions for EHS5 Applications, v02
Jamming Detection — Radio Link Stability, vO1

SMT Module Integration, v04

ODIS/DHIR/Portfolio Management via LWM2M, v01
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EU eCall and ERA GLONASS for Cinterion® Modules, v02

To visit the Gemalto M2M Website you can use the following link:
http://www.gemalto.com/m2m
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2 New Features

Feature

Brief description

RIL driver package

The Radio Interface Layer (RIL) driver package has been maintained
and now it supports Android version up to 8.1.

Incremental
firmware update

The firmware can be updated to future releases using delta images.
Delta images are much smaller size than full firmware images.

BIP

The module supports default (network) bearer for the Bearer
Independent Protocol (BIP).

SIM card detection

The module supports ATASCKS with parameters <mode> and
<SimStatus> to query SIM and chip card holder tray status.

Details refer to [1].

Active data
connections while
USB power saving

During USB power saving (“suspend/resume”) and USB reset/re-
enumeration, all active data connections will be maintained.

Use ATASCFG to configure that all active data connections are
maintained when VUSB is switched off. The settings will be stored non-
volatile.

Details refer to [1].

Notification for
unreachable UDP

In case that the UDP endpoint is not reachable, the following existing
URC will occur: ASIS: 1,0,22,"Remote host is unreachable"

This URC will be triggered by ICMP error type 3 and code 0 — 5 for IPv4
and error type 1 and code 0 — 6 for IPv6. Refer to RFC792 and RFC4443
for details.

Prevent SIM
update during
eCall

During eCall (AT+CECALL=2|3) call, incoming SMS-PP with TP-PID
"(U)SIM Data download" are blocked if
ATASCFG="Call/Ecall/BlockSMSPP",1 is configured.

This will prevent data modification (for example, profile update) on SIM
card in the field during eCall and call back period.

Details refer to [1].

GPIO configuration
of RTSO

The GPIO RTSO0 can be configured as pull up, pull down or tri-state.
Setting will be stored non-volatile and become effective after a restart.

Details refer to [1].

PDP context
sharing

When both IP service via AT command and Java network API are
supported, they can share one single public data network (PDN)
connection.

Extended baud
rate support on
serial interfaces

Serial interfaces ASCO and ASC1 now support the bit rate 300 bps via
both AT+IPR and Java level.

Details refer to [1].
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Feature

Brief description

LWM2M library
and client Midlet

The release supports a Light Weight M2M (LWM2M) implementation
according to OMA-TS-LightweightM2M-V1 0 1.

The Java LWM2M library and an example MIDlet is part of the WTK.

Details refer to [15].

DTLS 1.2 protocol
(RFC6347) support

Secure layer for UDP is now supported via Java API.

CoAP (RFC7252)
support

Constrained Application Protocol (CoAP) is now supported via Java
API.

Java AT command
interceptor

The module supports a mechanism, which allows custom JAVA
MIDLET(s) to register, monitor and process AT commands.

These AT commands including all parameters are forwarded to the
custom JAVA MIDLET(s) before they are processed by the JRC
MIDLET and the native command interpreter.

Details refer to [7].
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3 Improved Features
Feature Brief description
Android RIL

e Automatic data connection is enabled during network switch
between different access technologies.

e With the improved SIM PIN handler in RIL driver, the correct
PUK remaining times will be returned after wrong tries.

o Firmware update becomes more stable because the system
time in RIL is calculated correctly.

Jamming Detection

Jamming detection also works in connected mode.

Informal  network

scan

When using ATASNMON="INS",2 to perform network scan, wrong URC
ASXNWSCAN will not be displayed.

Details refer to [1].

URC for proactive
commands

URC:s for the proactive commands Set Up Menu, Set Up Idle Mode Text
and Language Notification (if they are available) will be sent every time
when the module is switched from Automatic Response (AR) mode to
Explicit Response (ER) mode.

Error report

In response to 3GPP, the error report displayed with AT+CEER has
been further improved.

Details refer to [1].

Internet Service

stability

¢ During continuous IP service data write/read
(ATASISW/ATASISR), the module will not reboot unexpectedly.
Details refer to [1].

e The module will not perform ceaseless attach check every
100ms, which might lead to module crash and reboot.

Email via Internet
Services

e The SMTP functionality is enhanced on the email attachment,
that is, a blank character will not be appended to the attached
file name and the attached file content will not be truncated to
1000 bytes.

e Special characters in emails are handled correctly, which are
no longer changed to question marks when the emails are
received.

FTPS

The module sends 'PROT C' command to the FTPS server in advance,
so that it can connect and exchange data to all servers that support
implicit type of secure FTP with unencrypted data channel.

cwmlib_1.0.jar

The functionality of the external library of cwmlib_1.0.jar has been
integrated in firmware. Therefore, it is no longer needed to configure the
export in the build path.
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Feature Brief description

ATCommandListener | When the RING line indication is enabled by
ATASCFG="Gpio/mode/RINGO0","std", in ATCommandListener every
URC received by ATEvent() callback method can also trigger the
RINGChanged() callback method correctly.

Output stream | Java MIDlet is not blocked when sending massive data via USB through

handling Java's CommConnection API.

Serial interface | When the module is working in PPP connection or Data Terminal Ready

DSR line (DTR) is toggled off to terminate the PPP connection, the Data Set
Ready (DSR) status is set correctly.

GPIO polling | The maximum frequency of changing of the pin state that can be

frequency detected is 0.2Hz in power saving mode.

Storing of | The storing of the Access Point Name (APN) has been improved to

connection settings | ensure that the settings are stored reliably under all conditions.

Microsoft Driver Microsoft Driver's Certification is renewed.
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4 Known Issues

Feature

Brief description

WIN10 support

On WIN10 operating system, the MUX driver is designed to be used with
the ASC interfaces only.

Empty content
returned

UE cell information can be displayed normally in 2G, while UE cell
information is displayed empty (00 00 00 00...) in 3G.

AT+CPBW

As specified in [1], <location> can be omitted in order to write a record
to next free <location>. However, this function is working only if the next
parameters following after <number> are given as well (although
specified as optional parameters in [1]).

Example for wrong behaviour:

AT+CPBW=,"22411"
+CME ERROR: invalid index

Examples for workarounds:

AT+CPBW=,"22411",,"ADAC Operator"
OK

AT+CPBW=,"00223344",129
OK

Microphone mute

AT+CMUT cannot be used during the first voice call, but can be used
after the first call.

ASHUTDOWN In the module shutdown sequence, the "SHUTDOWN URC appears

URC before the SIM interface becomes deactivated. The application should
not cut immediately the power supply of the module after the
ASHUTDOWN URC appears.

SMTP Bare <LF>, instead of <CR><LF>, is found in SMTP protocol while
sending emails.

Unmatched Some servers use the same IP to support multiple secure websites

certificate (https), but the certificates for those websites are different.
When the module connects to such websites, the root certification not
matching issue may occur because it does not get the matched
certificate from the server.

White space When using ATCommand class to issue AT commands, the white space

characters characters in AT commands will be discarded. In this case, the file

discarded cannot be found in Flash File System (FFS), so the emails with the
attachment cannot be sent properly.
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About Gemalto

Since 1996, Gemalto has been pioneering groundbreaking M2M and IoT products that keep our customers
on the leading edge of innovation.

We work closely with global mobile network operators to ensure that Cinterion® modules evolve in sync with
wireless networks, providing a seamless migration path to protect your 10T technology investment.

Cinterion products integrate seamlessly with Gemalto identity modules, security solutions and licensing and
monetization solutions, to streamline development timelines and provide cost efficiencies that improve the
bottom line. As an experienced software provider, we help customers manage connectivity, security and

quality of service for the long lifecycle of 10T solutions.

For more information please visit
www.gemalto.com/m2m, www.facebook.com/gemalto, or Follow@gemaltoloT on twitter.

Gemalto M2M GmbH
Werinherstrasse 81
81541 Munich
Germany
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